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Abstract

Despite the considerable performance improvements of
face recognition algorithms in recent years, the same scien-
tific advances responsible for this progress can also be used
to create efficient ways to attack them, posing a threat to
their secure deployment. Morphing attack detection (MAD)
systems aim to detect a specific type of threat, morphing at-
tacks, at an early stage, preventing them from being con-
sidered for verification in critical processes. Foundation
models (FM) learn from extensive amounts of unlabelled
data, achieving remarkable zero-shot generalization to un-
seen domains. Although this generalization capacity might
be weak when dealing with domain-specific downstream
tasks such as MAD, FMs can easily adapt to these settings
while retaining the built-in knowledge acquired during pre-
training. In this work, we recognize the potential of FMs
to perform well in the MAD task when properly adapted
to its specificities. To this end, we adapt FM CLIP archi-
tectures with LoRA weights while simultaneously training
a classification header. The proposed framework, MADa-
tion surpasses our alternative FM and transformer-based
frameworks and constitutes the first adaption of FMs to the
MAD task. MADation presents competitive results with cur-
rent MAD solutions in the literature and even surpasses
them in several evaluation scenarios. To encourage repro-
ducibility and facilitate further research in MAD, we pub-
licly release the implementation of MADation at ht tps :
//github.com/gqurayozgur/MADation.

1. Introduction

The high focus of the research community on the study
of deep learning techniques in recent years has led to the
development of high-performing systems in several fields,
including face recognition (FR) [5,20]. However, the same
scientific advances used to improve the recognition power
of FR systems can also be used to create efficient ways
to attack them [15, 23], posing a threat to their secure de-
ployment. Morphing attacks (MA) constitute an example

of such threats, as their generation process aims at incorpo-
rating features from more than one identity, resulting in a
sample that can be verified by multiple people by the same
FR system. When left undetected, these attacks can lead
to several dangerous situations [7, 13, 56], such as allow-
ing multiple people to pass border control with the same
passport or letting a criminal travel under the identity of
another person [36]. To address this problem, several mor-
phing attack detection (MAD) systems have been proposed
[7,17,21,27,38,46]. MAD algorithms aim at distinguishing
unaltered images (bona-fide samples) from MAs to identify
malicious samples at an early stage and prevent them from
being considered for verification in critical processes.

Foundation models (FM) are large-scale networks that
can be trained with self-supervised learning, which allows
them to learn from unlabelled data. The fact that no la-
belling is required for FMs’ training samples highly simpli-
fies the data acquisition task, allowing FMs to be trained
in massive and diverse datasets. This training paradigm
results in models that can efficiently generalize to a wide
variety of assignments [4], making them particularly ben-
eficial for fields that address several tasks, such as natural
language processing (NLP) [6] and computer vision (CV)
[34,40,45,47]. Despite the recent attention given to FMs,
their adaption to perform biometrics tasks is still very lim-
ited. While very recent works have used FMs to generate
synthetic face images [41], perform iris segmentation [22]
and FR [11], the utility of FMs for most biometrics fields
is still highly under-explored. This literature gap should be
carefully addressed, especially taking into account that bio-
metrics tasks such as MAD may strongly benefit from FMs’
high generalization power, provided their efficient adaption
to the domain specificities of the downstream task [1 1], and
high generalizability when it comes to sub-domains [45],
i.e. different morphing mechanisms in the MAD case.

This work explores the potential of using FMs as the
basis for the downstream MAD task. Given the domain-
specific nature of the MAD task and knowing that FMs of-
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ten underperform in specialized settings [53], we propose to
adapt the pre-trained FM CLIP [45] to MAD with low-rank
adaption (LoRA), while simultaneously training a header to
perform classification. This allows the FM to better align
its feature space with the specificities of the downstream
MAD task and still take advantage of the built-in knowl-
edge acquired during pre-training. This adaption paradigm
corresponds to our proposed framework, MADation. We
further evaluate whether MADation properly takes advan-
tage of FMs’ properties by comparing it with alternative FM
and transformer-based methods. We start by assessing the
importance of adapting CLIP to the downstream MAD task
by evaluating its zero-shot performance on this task (TT).
Then, to verify whether LoRA adaption improves MAD
performance, we use the FM as a frozen feature extrac-
tor. In this scenario, the FM’s feature space is not aligned
with the specificities of MAD and only the classification
layer is trained (FE). Finally, to ensure that MADation’s
performance is not only deriving from its architecture but
is also dependent on the FM’s built-in knowledge acquired
during pre-training, we assess the importance of the FM’s
pre-trained weights by comparing MADation with models
following the same architectures trained from scratch (ViT-
FS). The developed experiments highlight the efficiency of
MADation compared with the remaining methods, reduc-
ing the average EER by 16.93 pp. and 8.10 pp. compared
to ViT-FS and FE, respectively, for CLIP ViT-L. Further-
more, MADation revealed competitive performance levels
compared with recent MAD solutions, highlighting FM’s
potential in domain-specific tasks such as MAD.

2. Related Work

MAD: MAs are face images that result from the fusion
of identity information belonging to two or more identities,
allowing them to be simultaneously verifiable as belonging
to all of them. An example of an MA can be found in Figure
1. Both human observers and FR systems are vulnerable to
MAs [24,49], leading to dangerous situations, such as mul-
tiple people being able to pass border control with the same
passport [7]. To address the threat posed by MAs, several
studies have proposed MAD systems [7, 17,21,27,38,46].
These systems can address the MAD task from two differ-
ent perspectives, depending on the MAD operational sce-
nario. Differential MAD solutions [ 2] are fed two samples
simultaneously: a live capture of the individual claiming
that the investigated image represents their identity and the
investigated image itself. Although this approach is useful
in scenarios such as border control, the fact that two im-
ages need to be compared to perform the detection limits its
applicability in several scenarios [12], e.g. analysing stand-
alone documents. Hence, several studies have developed
single-image MAD systems [7, 17,21,27,31, 38, 46, 55],
which can detect whether the investigated image is a morph
based only on its characteristics. Ramachandra er al. [46]

introduced a handcrafted-feature-based approach that ex-
tracts textural features across multiple scales and classi-
fies them using collaborative representation. [17] deviated
from the common binary classification of the whole inves-
tigated image by learning to classify each of its pixels (or
pixel blocks) as bona-fide or MA. Fang et al. [21] proposed
an unsupervised approach that used self-paced learning to
assign smaller weights to suspicious samples, which gen-
erally correspond to MAs, allowing for training a robust
autoencoder for anomaly detection even when the training
data is polluted with MAs. Neto et al. [38] determined
whether the analyzed sample contained two independent
identities by separating its identity information into two or-
thogonal latent vectors. [7] trained an autoencoder on bona-
fide samples to distil identity knowledge to a MAD system,
following distinct distillation techniques for bona-fide and
MAs. [55] performed MAD with ViT architectures, show-
ing promising results. [31] developed a self-supervised dif-
fusion model that reconstructs bona-fide images from noisy
inputs. As the model is trained on bona-fide samples alone,
it leads to higher error rates when fed MAs, which can
be identified through anomaly detection. [27] promoted the
SYN-MAD 2022 competition on MAD based on synthetic
training data, presenting a comprehensive analysis of the re-
sults of seven submitted approaches. This work also focuses
on single-image MAD due to its wider utility in real-world
scenarios, whether they offer a live probe or not.

Foundation Models: FMs contain many trainable pa-
rameters, enabling FM to learn from large and diverse
datasets. This intensive training leads to high adaptabil-
ity, which is particularly useful in areas that deal with a
wide range of tasks, such as CV [11, 22,34, 40,41, 45].
DINOV2 networks [40] is a series of self-supervised pre-
trained visual models able to generate universal features that
can be used to perform both image-level and pixel-level vi-
sual tasks. The Segment Anything Model (SAM) [34] can
perform image segmentation on a wide range of domains.
Contrastive Language-Image Pretraining (CLIP) [45] is a
multimodal FM trained to interpret visual and textual inputs
simultaneously, effectively learning the correlation between
images and their textual description.

Although vision FMs’ prove to be generalizable for sev-
eral downstream tasks, they achieve less optimal perfor-
mance when applied to some specific settings [53], which
require adapting FMs to the desired downstream task [9, 10,

]. AdaptFormer [9] used two identical MLP branches in-
stead of the MLP block in the transformer encoder. One
of them replicates the original network to help maintain
its properties, while the other allows for task-specific fine-
tuning. ViT-Adapter [10] led to state-of-the-art (SOTA)
COCO results for plain ViT networks, by combining the
reconstruction of fine-grained multi-scale features with the
introduction of image-related inductive biases into the FM.
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Figure 1. Morphing attack generation and MADation’s pipeline. The left side of the figure depicts a morphing sample and the two bona-
fide identities that were morphed to generate it, using [13]. Keep in mind that attackers commonly choose to morph faces with similar
features for higher success [16]. The right side represents MADation’s pipeline, consisting of an adapted FM followed by a binary fully
connected classification layer. The embedding space of the FM is adapted by fine-tuning the LoRA parameters and the classification layer
is simultaneously trained to produce the MAD predictions. Better visualized in colour.

Hu et al. [25] inserted trainable rank decomposition ma-
trices in the pre-trained FM, allowing for low-dimensional
reparametrization. During the adaption process, the FM’s
pre-trained weights are kept frozen and only these matri-
ces’ weights are updated, allowing for an effective adap-
tion with minimal computational cost. Using these matri-
ces, also known as Low-Rank Adaptation (LoRA) layers, to
adapt FMs has led to performance improvements in a broad
range of tasks, such as capsule endoscopy diagnosis [54],
plant phenotyping [8] and FR [ 1]. In this work, we select
LoRA to adapt CLIP to the MAD task due to its promising
results reported in the literature, namely in biometrics [11].

Despite the growing attention given to FMs by the com-
munity, their application in biometrics is still limited to
a few recent works [11,22,41]. In [22], SAM [34] was
fine-tuned to iris segmentation. [4 1] used FMs to generate
identity-specific facial images. A recent work [I1] used
LoRA [25] to fine-tune DINOv2 [40] and CLIP [45] FMs
to the FR task under several data availability settings. The
experiments showed that FMs can be efficiently used in FR,
especially in low data availability scenarios, where the pro-
posed technique surpassed models trained from scratch.

In this work, we contribute to the list of recent advance-
ments in FMs’ application to biometrics by proposing a
MAD solution based on FMs, MADation. In particular, we
recognize the FMs’ generalization potential and their util-
ity to tasks such as MAD when properly adapted to their
domain-specific characteristics [11]. To this end, MADa-
tion incorporates LoRA layers in the analysed FM while
simultaneously training an extra classification layer.

3. Methodology

3.1. Preliminary on CLIP

CLIP [45] is a multimodal FM that interprets visual and
textual inputs simultaneously. CLIP was trained in a large
dataset where each image is paired with a textual descrip-
tion, allowing it to learn the relationship between these two

modalities. When a pair is fed to CLIP, its components are
processed by two distinct encoders that are simultaneously
trained using a contrastive learning approach that evaluates
the cosine similarity between the features extracted for im-
age and text, maximizing or minimizing it for positive and
negative pairs, respectively. This allows CLIP to effec-
tively learn the correlation between images and textual de-
scriptions, resulting in a model generalizable across distinct
tasks [45] with very competitive zero-shot learning results.
In this work, we use CLIP due to its capacity to gener-
alize well to domain-specific downstream tasks when prop-
erly adapted [11]. We assess CLIP’s abilities as a MAD
model by evaluating its zero-shot learning performance
(Section 3.3). To this end, CLIP is fed with image-text pairs
where the text input corresponds to the possible image la-
bels (‘face image morphing attack’ and ‘bona-fide presen-
tation’ based on the ISO/IEC 20059 standard [29]). For
the remaining approaches, only the image encoder is used
and CLIP works as a feature extractor on top of which a
classification layer is added, following the recent success-
ful utilization of FMs in downstream tasks such as FR [11]
and image segmentation [34]. These approaches include
our proposed framework, MADation (Section 3.2), and two
additional frameworks designed to assess the importance
of the FM’s built-in knowledge and of adapting its feature
space to the downstream domain (Section 3.3). When ap-
plicable (TIL, FE, and MADation), CLIP was initialized with
the pre-trained weights made publicly available in [45]".

3.2. MADation

In this work, we take advantage of the high general-
ization capacity of FMs and assess their usefulness in the
downstream MAD task. Although we acknowledge the ben-
efits that can arise from directly deploying FMs to MAD, we
also recognize the limited ability of these networks to per-
form well in domain-specific tasks such as MAD without
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any adaption. Thus, the proposed framework, MADation,
adapts an FM by using LoRA layers to shift its pre-trained
feature space in a direction that facilitates the MAD task
while simultaneously training a classification layer. A vi-
sual representation of MADation is depicted in Figure 1.

Fine-Tuning with LoRA: As mentioned in Section 2,
the FMs’ drop in performance when facing domain-specific
scenarios such as MAD can be addressed with ViT adapters
[9,10,25]. In this work, we select LoORA [25] to adapt the
selected FM due to its promising results reported in the lit-
erature, namely in biometrics [11]. LoRA employs a low-
dimensional reparametrization strategy, demonstrating ef-
fectiveness comparable to training the full parameter space
[1] while greatly reducing the number of parameters that
need to be updated. In this method, the pre-trained weights
of the FM, W, € R4%k are kept unchanged, and trainable
rank-decomposition matrices are added within each layer of
the transformer, enabling effective adaptation with minimal
computational overhead. The low-rank decomposition in-
troduced by LoRA updates W, as follows:

Wo + AW = Wy + ~v,.BA, (D)

where B € R?*" and A € R"** are the trainable rank-
decomposition matrices, with the rank r << min(d, k),
and 7, is a scaling factor. Originally, v, was defined as %,
but this formulation often causes gradient collapse as the
rank r increases, resulting in a lack of performance gains
despite the use of additional trainable parameters for fine-
tuning [32]. To address this issue, rank-stabilized LoRA
(rsLoRA) [32] modifies the scaling factor to %, preventing
gradient collapse and enabling better performance at higher
ranks. For this reason, we opt to employ rsLoRA to fine-
tune CLIP, setting v, = % Since -y, is a constant and the
original CLIP weights are kept frozen, only the matrices A
and B are updated. Once the adaption process is complete,
the final model weights are calculated as W = W+, BA.
As no extra parameters are added, the original model’s com-
putational efficiency during inference is maintained.

The FM’s image encoder contains alternating multi-
headed self-attention (MSA) layers and multilayer percep-
tron (MLP) blocks. Layer normalization and residual con-
nections are applied before and after each block, respec-
tively. For simplicity and parameter efficiency, LoRA is
only applied on the MSA weights, leaving the MLP unal-
tered [25]. Although LoRA can be applied to the query, key,
value and output (g, k, v and o, respectively) projection ma-
trices in the MSA, we only adapt ¢ and v matrices following
the results obtained in the original study where LoRA was
proposed [25] and recent work using FMs in FR [11]. The
MSA layers run h parallel heads, each with a unique set of
q, k and v. The LoRA layers in each head function inde-
pendently and have distinct weights. When an embedding
x is fed to the MSA, the ¢, k and v projection layers in head

1 (Q;, K; and V;, respectively) are calculated as follows:
Qi = Wiz + Bl Az,
K; = Wz, )
Vi=W/x +~,By A}z,

where W1, W}k and W are the frozen projection layers for
¢, k and v, respectively, and A!, BY, AY and B} correspond

to the trainable LoRA layers. );, K; and V; are then used to
compute the attention score of head ¢, using the dimension
of the key vectors, dj, as a scaling factor:

QK[
Vi,

The MSA layer’s output is determined by concatenating
all heads’ attention scores along the feature dimension and
feeding the resultant vector to the projection layer O:

Multihead(Q,V, K) = Concat(heady, ..., head,)W°.
“)
The final output of the MSA is processed by the frozen
MLP, completing the execution of a ViT block. The output

of block [ is then processed by block [+ 1, which consists of
anew MSA adapted with LoRA followed by a frozen MLP.
Classification: Using LoRA to fine-tune CLIP allows it
to produce a final embedding space adapted to the down-
stream MAD task. In this scenario, the FM works as a
feature extractor on top of which classification can be per-
formed. Hence, an additional fully connected layer with
two output neurons followed by a softmax layer is added on
top of the FM, resulting in the complete detector architec-
ture. This layer is trained along with fine-tuning the LoRA
parameters, using the binary cross-entropy loss:

+ (1 =y)log(1—9)), ()

where y and y represent the sample’s ground truth and
predicted labels, respectively. After training, and during
the feedforward MAD process, all MADation’s weights are
kept frozen. The detection score is obtained from the out-
put of the binary classification layer, with the highest output
score defining the model prediction for each sample.

3.3. MAD Baselines

To provide a comprehensive analysis of the use of FMs
to perform MAD and prove the effectiveness of MADa-
tion when compared with alternative baseline solutions, we
considered three alternative FM or transformer-based ap-
proaches for MAD.

Text-Image (TI) MAD: FMs like CLIP have demon-
strated exceptional zero-shot learning performance across
several downstream tasks, including action recognition in
videos, sentiment analysis and car model classification [45].
Taking this into account, we evaluate the selected FM zero-
shot learning performance on MAD, by simultaneously us-
ing its text and image encoders. To this end, TI processes

Attention(Q;, K;,V;) = Softmax( )Vi. 3)

Lpcr = —(ylog(y)



image-text pairs where the textual input specifies the two
possible classification labels. The predicted label is deter-
mined by analysing the similarity score between the im-
age embedding and the input text embeddings. However,
the potential of this technique should not be overestimated
based on its success in general downstream domains such as
the ones specified above given the domain-specific nature of
MAD. The fact that no adaption is performed to the specific
requirements of the downstream MAD task makes TI prone
to underperform when compared with methods that con-
sider MAD’s specific characteristics, such as MADation.
ViT Trained from Scratch (ViT-FS) MAD: The re-
markable performance of FMs is closely related to their un-
derlying architectures, which are often based on ViT net-
works [2]. These architectures have demonstrated promis-
ing performance in tasks such as MAD [55] and presenta-
tion attack detection (PAD) [26]. In this work, we also ex-
amine whether ViT networks can effectively perform MAD,
allowing us to assess their contribution to the proposed FM-
based methodology, MADation. Specifically, we train from
scratch the same ViT-B and ViT-L used to evaluate MADa-
tion, using only the selected MAD training datasets. These
transformers’ parameters are randomly initialized, meaning
that ViT-FS does not benefit from prior knowledge acquired
during massive training and thus cannot be considered an
FM. This approach enables a direct comparison between
FM-based methods, such as MADation, and visual trans-
formers, allowing us to assess how valuable the in-built
knowledge of FMs is for downstream tasks such as MAD.
Feature Extractor (FE) MAD: To determine the im-
portance of the network adaption allowed by LoRA in MA-
Dation, we develop an experiment where the FM is not fine-
tuned. In this scenario, the FM works as a frozen feature ex-
tractor on top of which a fully connected layer is trained to
perform classification, using the binary cross-entropy loss
(Equation 5). This experiment allows us to assess the suit-
ability of the FM’s original feature space to discriminate
between MAD classes while quantitatively measuring the
improvements introduced by adapting the FM’s weights to
the domain-specific downstream MAD task with LoRA.

4. Experimental Setup

Datasets: The Synthetic Morphing Attack Detection
Development (SMDD) dataset [14] was selected as the
training dataset of the proposed models. SMDD [14] is a
synthetic-based MAD dataset, consisting of 25k bona-fide
images generated using the StyleGAN2-ADA framework
[33,52] and 15k morphing attacks created from the bona-
fide samples using the OpenCV morphing technique [37].
The SMDD dataset was chosen for training as it ensures
privacy by avoiding the use of real face images and because
it has shown remarkable success in MAD solution develop-
ment [7, 13,38] and public competitions [27]. The bench-
marking datasets proposed in these works, MAD22 [27] and

its extension MorDIFF [13], were also chosen to ensure
the results’ comparability and a data domain identity dis-
joint from the SMDD training data. The evaluation bench-
marks are based on the Face Research Lab London (FRLL)
dataset [19] and thus contain the same 204 bona-fide im-
ages. Additionally, the same image pairs were used to cre-
ate the morphing attacks in MAD22 and MorDIFF. The
MAD?22 dataset includes morphed images from five dif-
ferent approaches: three image-level techniques (FaceMor-
pher, OpenCV [37], and Webmorph) and two GAN-based
representation-level methods (MIPGAN I and II [56]). The
morphing samples of the MorDIFF dataset were generated
with a diffusion autoencoder [42]. In addition to MAD22
[27], the FRLL-Morphs dataset [48] is utilized for evalu-
ation so that a comparison is possible with methods that
are not evaluated on MAD22. The FRLL-Morphs dataset
[48], similarly derived from the Face Research London Lab
dataset [19], serves as a benchmark for MAD evaluation.
The dataset comprises 204 genuine samples and over 1,000
morphed faces per technique, generated using five distinct
morphing methods: Style-GAN2 [33,52], WebMorph [ 18],
AMSL [39], FaceMorpher [43], and OpenCV [37].

Image Pre-Processing: Before being used as an input
to the FM, each sample is cropped following [14] and then
resized to 224 x 224 pixels to comply with the image res-
olution originally used to train CLIP [45]. During train-
ing, all samples are also subject to data augmentation us-
ing random horizontal flipping, following [38, 50]. Due to
the success achieved by tokenization in FMs” NLP appli-
cations, Alexey et al. [2] proposed preprocessing images
into tokens before feeding them to the FM’s image encoder.
All the experiments mentioned in this document follow this
tokenization process, represented in Figure 1. Each input
sample is divided into non-overleaping regions which are
fed to a linear projection layer [2]. The resultant patch em-
beddings are appended to a learnable embedding, the class
(CLS) token [2], which constitutes an image representation
that helps classify the input into predefined categories. Ad-
ditional position embeddings are considered to preserve the
spatial order of the original sample’s patches. The final em-
bedding vector is then fed to the image encoder [2].

Model Architecture: CLIP [45] released four different
models with two architectures: base and large. CLIP’s base
architecture contains 86M parameters and has 2 variants
with different patch sizes: 16 and 32. The large version
of CLIP has 0.3 billion parameters and includes a variant
pre-trained at a higher resolution of 336 pixels for one ad-
ditional epoch to boost performance [51]. Following the re-
sults achieved by recent work that used CLIP in FR [1 1], we
decide to consider one version of each architecture, namely
CLIP’s base version with a patch size of 16 and CLIP’s large
version trained without high-resolution images, which we
refer to as ViT-B and ViT-L, respectively. These architec-



tures were used in all the settings described in Sections 3.2
and 3.3, namely TI, ViT-FS, FE and MADation.

Implementation Details: All models were trained for
40 epochs using the AdamW optimizer [35] with momen-
tum of 0.9 and weight decay of 0.05 [11]. For MADa-
tion, we used ViT-B and ViT-L architectures with model
and header learning rates of le-5 and le-4, respectively.
The LoRA parameters were set to r = 2, « = {4,8} and
dropout = {0.4,0.2} for ViT-B and ViT-L respectively.
For FE, we used a header learning rate of le-2 for both
architectures. ViT-FS models were trained with learning
rates of 1e-5/5e-5 (model/header) for ViT-B and le-4/1e-4
for ViT-L. The batch size was set to 256 for all settings.

Evaluation Metrics: The MAD evaluation metrics were
selected to ensure compliance with the ISO/IEC 30107-
3 [28] standard and enable consistent benchmarking and
comparability with previous studies [13,27]. Performance
is reported using the Bona-fide Presentation Classification
Error Rate (BPCER), the Attack Presentation Classification
Error Rate (APCER), and the detection Equal Error Rate
(EER). The BPCER quantifies the proportion of bona-fide
images misclassified as attack samples, while the APCER
measures the proportion of attack images misclassified as
bona-fide samples. The detection EER is the error rate at the
operating point where the BPCER and APCER are equal,
offering a concise measure of the system’s overall perfor-
mance balance. To cover different operational points and
present comparative results, we report both the APCER at
fixed BPCER values and the BPCER at fixed APCER val-
ues, evaluated at values of 1%, 10%, and 20%.

5. Results and Discussion

Zero-Shot MAD (TI): As described in Section 3.3, the
FM’s zero-shot performance was evaluated by simultane-
ously pairing images with textual prompts describing the
two possible classification labels, ‘face image morphing at-
tack’ and ‘bona-fide presentation’ [29]. Table 1 displays TI
results for both ViT-B and ViT-L. The results obtained with
ViT-B reveal the performance limitations of TI, as it per-
forms close to random in 3 out of the 6 evaluated datasets
and results in high EER values for all of them. Although
a similar tendency is verified for ViT-L in some evalua-
tion datasets, this network performs significantly better than
ViT-B and even achieves competitive results with recent
MAD solutions from the literature (Table 2) in MIPGAN
I and MIPGAN II. The higher zero-shot MAD capacity of
ViT-L is justified by its higher number of parameters, which
allow it to learn a wider spectrum of features during its pre-
training stage and thus perform better for a wider variety
of tasks, as demonstrated in [45]. Nonetheless, the global
performance of both networks in the TI scenario is still far
from satisfactory in comparison to other options described
later in this section, highlighting the limitations of FM’s in
domain-specific scenarios such as MAD. These limitations

can be largely overcome by adapting the FM to the down-
stream MAD task, as will be later shown in this section.

Table 1. Evaluation results for CLIP ViT-B and ViT-L for four
sets of experiments: TI, ViT-FS, FE and MADation. The best and
second-best results achieved for each metric in each test dataset
are highlighted in bold and underlined, respectively.

T APCER (%) @ BPCER (%) | BPCER (%) @ APCER (%)

Method Testdaa ) EER (%) 7551 10.00 [ 2000 | 100 [ 10.00 [ 2000
FaceMorph | 5150 | 9840 | 8820 | 8140 | 9951 | 9363 | 8529

MIPGAN.I | 3640 | 99.80 | 8110 | 6530 | 8676 | 5588 | 4657

MIPGANII | 3340 | 99.60 | 7600 | 5530 | 8039 | 49.02 | 43.63

. OpenCV | 4715 | 9990 | 8374 | 7490 | 9804 | 8137 | 70.10
WebMorph | 3560 | 9820 | 7020 | 5720 | 8676 | 6127 | 4853

MorDIFF | 5190 | 100.00 | 92.60 | 8670 | 99.02 | 9265 | 8529

Average 266 | W32 | 8197 | 7003 | 9175 | 7230 | 634

Worst 51,90 | 10000 | 9260 | 8670 | 9957 | 93.63 | 85.29

FaceMorph | 538 | 877 | 249 | 090 | 2098 | 049 | 0.00

MIPGANI | 3287 | 8566 | 6135 | 4741 | 100.00 | 49.02 | 49.02

MIPGANLII | 27.19 | 9492 | 6494 | 4442 | 100.00 | 57.84 | 3088

ViTES OpenCV 1630 | 5040 | 2642 | 1427 | 10000 | 5631 | 3447
WebMorph | 2280 | 8360 | 58.00 | 4440 | 10000 | 5294 | 3235

MorDIFE | 28.14 | 8473 | 5200 | 3593 | 10000 | 5631 | 3437

Average 2203 | 6801 | #4920 | 3132 | 5655 | 40.68 | 2641

wiTB Worst 32.57 | 9492 | 64.99 | 4741 | 10000 | 57.57 | 02
TFaceMorph | 289 | 489 | 130 | 020 | 1122 | 049 | 049

MIPGANI | 2600 | 8327 | 5568 | 3606 | 77.94 | 5098 | 3284

MIPGANLII | 3426 | 9143 | 7470 | 5727 | 8480 | 6520 | 5196

e OpenCV 1488 | 3998 | 2034 | 921 | 6127 | 1863 | 1078
WebMorph | 3280 | 9140 | 7140 | 4980 | 8480 | 66.18 | 52.94

MoDIFF | 1786 | 5090 | 2705 | 1377 | 5922 | 2427 | 1262

Average 2045 | 6031 | 4174 | 2772 | 63.21 [ 3760 | 2697

Worst 3426 | 9143 | 7470 | 5727 | §480 | 6618 | 5297

FaceMorph | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00 | 0.00

MIPGANI | 3337 | 8297 | 5518 | 4392 | 9412 | 7255 | 5294

MIPGANLII | 2221 | 7998 | 3466 | 2430 | 8480 | 4755 | 2647

MADation (ours) | (OPenCY 385 ) 1L64 1 182 | LIL ) 2353 ) 098 1) 0.00
WebMorph | 1080 | 6000 | 1140 | 500 | 5147 | 1176 | 441

MorDIFF 1.10 160 | 000 | 000 | 194 | 000 | 000

Average 1189 | 3936 | 1708 | 1239 | 4264 | 2209 | 13.97
Worst 3537 | 5297 [ 5505 | 43.92 | 941z | 7255 | 3297
FaceMorph | 4460 | 9840 | 7970 | 6360 | 99.02 | 8725 | 76.96
MIPGANI | 1890 | 7180 | 3220 | 17.80 | 69.61 | 3382 | 1814

MIPGANII | 1280 | 5670 | 1700 | 890 | 5931 | 17.16 | 833

- OpenCV | 3547 | 9624 | 7754 | 6311 | 9608 | 7353 | 55.39
WebMorph | 2520 | 9480 | 5200 | 3020 | 8775 | 5098 | 3235

MorDIFF | 4260 | 97.80 | 79.60 | 6950 | 97.06 | 8333 | 68.63
Average 2995 | .96 | 5639 | 4209 | §451 | 5765 | 43.30

Worst 760 | 9540 | 79.70 | 6950 | 9902 | 8725 | 7696

FaceMorph | 2263 | 75.17 | 3868 | 2493 | $829 | 4095 | 24.88

MIPGANI | 2380 | 7908 | 4293 | 2550 | 9118 | 4657 | 2843

MIPGANLII | 2181 | 8028 | 3665 | 2540 | 9167 | 2500 | 40.69
ViTES OpenCV | 3047 | 8472 | 5992 | 4423 | 9412 | 6029 | 4216
WebMorph | 33.60 | 9160 | 59.80 | 4860 | 100.00 | 7549 | 5245
MorDIFF | 4092 | 9451 | 7794 | 67.86 | 100.00 | 8155 | 67.96
Average 7557 | 8423 | 35265 | 3942 | 9421 | 5759 | 4005

ViTL Worst 9092 | 9431 | 7799 | 6786 | 10000 | 31.55 | 67.96
FaceMorph | 077 | #4.07 | 977 | 409 | 35.12 | 1024 | 537

MIPGANI | 2351 | 8884 | 5528 | 3137 | 7157 | 40.60 | 2745

MIPGANLII | 2181 | 8237 | 4542 | 2510 | 6961 | 3284 | 23.53

- OpenCV 1580 | 5577 | 2540 | 1083 | 4853 | 2206 | 1275
WebMorph | 2640 | 8660 | 5680 | 37.80 | 68.63 | 4167 | 29.90

MoDIFF | 2285 | 703 | 5070 | 20.14 | 6748 | 3592 | 2427
Average 2004 | 7413 | 4056 | 23.06 | 6006 | 3057 | 2057
Worst 2640 | 85.89 | 5630 | 3780 | 7157 | 4L67 | 2990

FaceMorph | 040 | 040 | 0.00 | 0.00 | 049 | 0.00 | 000
MIPGANI | 2032 | 5588 | 2008 | 2032 | 7941 | 3578 | 15.69

MIPGANII | 906 | 1942 | 9.06 | 558 | 10000 | 539 | 098

MADation (oursy | OPenCY 223 | 374 | 132 | 071 | 1569 | 000 | 0.00
WebMorph | 2040 | 47.60 | 2040 | 2040 | 8235 | 3725 | 1324

MorDIFE | 1926 | 4840 | 2445 | 1926 | 8447 | 3495 | 1553

Average | 11.94 | 2924 | 1405 | 1104 | 6040 | 1890 | 757
Worst 2040 | 55.88 | 29.08 | 2040 | 10000 | 37.25 | 15.69

Baselines toward MADation (ViT-FS and FE): We
further explore two alternative approaches, ViT-FS and FE.
VIiT-FS is trained from scratch, making it possible to as-
sess the potential of the underlying ViT architectures for
the MAD task without relying on the built-in knowledge
of FMs. FE makes use of this knowledge by using CLIP
as a frozen feature extractor on top of which a binary fully
connected layer is trained to perform classification, allow-
ing us to assess the suitability of the FM’s original fea-
ture space to discriminate between MAD classes. The re-
sults achieved by both approaches are presented in Table
1. When the ViT-B architecture is considered, FE out-
performs ViT-FS in 4 of the 6 considered benchmarking
datasets, with an average EER difference of 0.68 pp.. For
ViT-L, FE largely surpasses ViT-FS performance, improv-
ing the average EER by 8.83 pp.. Similar tendencies can be



Table 2. Results comparison between MADation and previous
MAD solutions. All methods are trained on SMDD [14], and eval-
uated on MAD?22 [27] and its extension MorDIFF [13]. Specific
values unavailable in the original papers are marked with “-”. The
best and second-best results achieved for each metric in each test
dataset are highlighted in bold and underlined, respectively.

APCER (%) @ BPCER (%) | BPCER (%) @ APCER (%)

Method Testdata | EER (%)

100 ] 1000 [ 2000 | 100 [ 10.00 [ 20.00
FaceMorph | 4.60 550 | 360 | 290 E B B
MIPGANI | 1670 | 7580 | 2220 | 1450
) MIPGANLII | 2062 | 8158 | 3203 | 20.62
MixFaceNet-MAD [15, 141 | 50010y 833 | 3638 | 650 | 376
WebMorph | 1820 | 7400 | 2400 | 17.60
MorDIFF 850 | 3340 | 740 | 410
FaceMorph | 0.00 70 | 0.00 | 0.00
MIPGANI | 1090 | 5090 | 1370 | 5.70
) MIPGANLII | 1622 | 8248 | 2583 | 1141
Inception-MAD [13,40] OpenCV 752 2866 | 549 3.05
WebMorph | 1800 | 8520 | 27.40 | 1340
MoDIFF | 530 | 1720 | 3.50 | 250 - - -
FaceMorph | 590 | 31.20 | 430 | 240 | 4804 | 196 | 147
MIPGANI | 1530 | 89.80 | 21.90 | 1300 | 7598 | 2402 | 11.27
MIPGANLII | 1041 | 8418 | 1L01 | 611 | 6127 | 1127 | 294
MorphHRNet [27, 50] OpenCV 5.69 6697 | 3.76 1.63 3382 | 196 | 147
WebMorph | 9.80 | 90.02 | 1120 | 420 | 5686 | 10.78 | 3.92
MorDIFF - - - - - -
FaceMorph | 0.00 | 9990 | 0.00 | 000 | 100.00 | 0.00 | 0.00
MIPGANI | 1230 | 4190 | 1410 | 810 | 5931 | 1618 | 6.37
Con-Text Net A 7] MIPGANLIL | 1291 | 4344 | 1451 | 861 | 5931 | 1961 | 588

OpenCV 17.48 70.93 | 26.52 15.75 74.02 | 32.84 16.18
WebMorph 26.20 89.20 | 45.60 31.00 93.14 | 48.53 31.86
MorDIFF - - - - - - -
FaceMorph 41.20 100.00 | 92.80 62.80 100.00 | 95.10 8235
MIPGAN.I 32.50 99.90 | 84.90 60.20 7892 | 53.43 40.69

MIPGANII | 2593 | 99.60 | 64.66 | 3734 | 56.86 | 3039 | 30.39
E-CBAM@VCMI[27] OpenCV 27.54 | 9858 | 48.68 | 33.03 | 7647 | 5049 | 3824
WebMorph | 30.60 | 99.00 | 86.80 | 46.80 | 69.12 | 47.06 | 38.24
MorDIFF - - - - - - -
FaceMorph 0.00 0.00 | 0.00 0.00 0.00 | 0.00 0.00
MIPGANI | 3030 | 7150 | 53.00 | 39.80 | 87.75 | 6029 | 35.59
Con-Text Net B [27] MIPGANII | 2943 | 67.67 | 51.25 | 39.14 | 9118 | 61.76 | 47.06
OpenCV 2266 | 57.83 | 3445 | 23.68 | 8235 | 43.14 | 23.53
WebMorph | 3140 | 81.00 | 59.60 | 43.80 | 94.61 | 5539 | 43.80
MorDIFF - - - - - - -
FaceMorph 0.60 050 | 0.00 0.00 147 | 147 | 147
MIPGANI | 3690 | 97.90 | 8040 | 57.40 | 8627 | 57.35 | 49.02
Xeeption [27, 301 MIPGAN.IT | 4454 | 9950 | 9249 | 77.08 | 9020 | 67.65 | 56.86
. OpenCV 732 2175 | 661 254 3529 | 490 | 147
WebMorph 1460 | 4940 | 23.00 | 1080 | 53.92 | 21.57 | 1176
MorDIFF - - - - - -
FaceMorph 0.10 0.00
MIPGAN_I 6.70 - 1.20
) MIPGANII | 6.61 - - 1.00
D-FW-MixFaceNet [14] OpenCV 137 . i 004
WebMorph 10.80 7.40
MorDIFF -
FaceMorph 0.00 3410
MIPGANI 11.90 - - 3.80
WCTYC MIPGANII | 14.11 - - 851
D-FW-CDCN [+4] OpenCV 0.30 - - 0.00
WebMorph 0.00 - - 64.00
MorDIFF - - - - - - -
FaceMorph 0.00 0.00 | 0.00 0.00 0.00 | 0. 0.00
MIPGANI | 3337 8297 | 5518 | 4392 | 9412 | 7255 | 52.94
vitp | MIPGANIL | 2221 79.98 | 34.66 | 2430 | 84.80 | 47.55 | 2647
OpenCV 3.85 1164 | 182 L1 | 2353 | 098 0.00
WebMorph 1080 | 60.00 | 1140 | 500 | 5147 | 1176 | 441
MADation (ours) MorDIFF 1.10 160 | 0.00 0.00 194 | 0.00 0.00
* FaceMorph 0.40 040 | 0.00 0.00 049 | 0.00 0.00
MIPGANI | 2032 | 5588 | 20.08 | 2032 | 7941 | 3578 | 15.69
vitL | MIPGANI | 9.06 1942 | 9.06 5.58 | 100.00 | 539 0.98
OpenCV 1926 | 4840 | 2445 | 1926 | 8447 | 3495 | 1553
WebMorph 223 374 | 132 0.71 1569 | 0.00 0.00
MorDIFF 2040 | 47.60 | 2040 | 2040 | 8235 | 37.25 | 13.24

observed for metrics such as APCER@BPCER=20% and
APCER@BPCER=10%. The superiority of FE when com-
pared to ViT-FS possibly derives from the large number of
trainable parameters of ViT-B and ViT-L. These large-scale
networks require large amounts of training data to properly
learn the considered task without overfitting, which might
undermine ViT-FS’ capacity to learn the MAD task given
the reduced size of the SMDD dataset. On the other hand,
FE benefits from the FM’s previous knowledge, which was
acquired during a pre-training phase with a massive amount
of training data, which justifies its superior performance.
Furthermore, the fact that this performance difference is
higher when using ViT-L (8.83 pp. vs 0.68 pp. difference
on average EER when using ViT-L and ViT-B, respectively)
mostly derives from ViT-FS decreased performance in this

scenario, which further reinforces that the limited capacity
of VIiT-FS to learn the MAD task is strongly correlated with
the large number of trainable parameters of the considered
networks. Hence, it can be concluded that taking advan-
tage of the built-in knowledge of the FM results in better
performance than training the network from scratch with a
reduced amount of training data. Nonetheless, FE’s MAD
performance still has the potential for further enhancement,
making it worth exploring whether adapting the FM to the
downstream MAD task results in increased performance.

MADation: As previously discussed, FMs can gener-
alize to a wide variety of downstream tasks but can show
limited capacity when handling domain-specific tasks such
as MAD. The previously analysed FE results highlight this
characteristic, since the EER values still leave space for im-
provement, revealing that the FM’s feature space is most
likely significantly misaligned for the MAD task. Although
it is also possible that the selected classification network
has saturated its capacity given the FM’s feature space and
should thus be deeper, we argue that the problem is most
likely arising from the feature space misalignment which
can be corrected through FM’s adaption, as highlighted in
previous studies [8, | 1, 54]. Furthermore, this type of adap-
tion allows the network to have more flexibility without
giving up on the knowledge acquired during the FM’s pre-
training phase, which might constitute a good trade-off be-
tween the properties of FE and ViT-FS. Hence, we propose
to adapt CLIP to the MAD task with LoRA layers, resulting
in our proposed approach, MADation. We evaluate MADa-
tion using the same benchmarks as FE and ViT-FS, to allow
for a fair comparison with these approaches, as shown in
Table 1. It can be seen that MADation achieves the best
and/or second-best performance levels for most of the eval-
uated metrics and benchmarks. In particular, ViT-B is the
best-performing method on average in 2 out of the 7 eval-
uated metrics, and the second-best-performing method on
the remaining 5. For these 5 metrics, ViT-L presents the
best overall performance. The analysis of the average EER
also reveals MADation’s superiority when compared with
the remaining approaches, as it surpasses ViT-FS and FE
by 10.24 pp. and 9.56 pp., respectively, for ViT-B and by
16.93 pp. and 8.10 pp., respectively, for ViT-L. MADation’s
improvements when compared with FE prove the impor-
tance of performing a correct FM adaption to downstream
domain-specific tasks such as MAD. Simultaneously, MA-
Dation’s superiority regarding ViT-FS shows that the net-
work adaption provided by LoRA does not prevent the fi-
nal network from benefitting from the knowledge acquired
during pre-training. Hence, it is possible to conclude that
MADation reaches an efficient trade-off between preserv-
ing the FM’s built-in knowledge and fine-tuning it to the
downstream task, resulting in improved MAD performance.

Comparison with the recent MAD approaches: To



Table 3. Results comparison between MADation and previous
MAD solutions. All methods are trained on SMDD [14], and eval-
uated on FRLL-Morphs [48]. Specific values unavailable in the
original papers are marked with “-”. The best and second-best re-
sults achieved for each metric in each test dataset are highlighted
in bold and underlined, respectively.

BPCER (%) @ APCER (%)

Method Test data EER (%) T00 T0.00 5000
FRLL-Style-GAN2 6.54 13.74 - 3.76
FRLL-WebMorph 15.23 70.92 - 9.50
OrthoMAD [38] FRLL-OpenCV 0.73 0.73 - 0.32
FRLL-AMSL 14.80 65.05 - 10.89
FRLL-FaceMorpher 0.98 2.37 - 0.08
FRLL-Style-GAN2 1.96 8.51 - 0.08
FRLL-WebMorph 4.01 14.41 - 0.33
IDistill [7] FRLL-OpenCV 2.46 6.14 - 0.16
FRLL-AMSL 4.00 21.10 - 2.85
FRLL-FaceMorpher 2.05 4.26 - 0.16
FRLL-Style-GAN2 8.99 42.16 8.82 4.41
FRLL-WebMorph 12.35 80.39 | 15.20 7.84
MixFaceNet [14] FRLL-OpenCV 4.39 26.47 1.96 1.47
FRLL-AMSL 15.18 49.51 | 21.08 11.76
FRLL-FaceMorpher 3.87 23.53 | 049 0.49
FRLL-Style-GAN2 16.64 80.39 | 25.98 13.24
FRLL-WebMorph 16.65 80.39 | 24.02 13.24
PW-MAD [14] FRLL-OpenCV 242 22.06 0.49 0.49
FRLL-AMSL 15.18 96.57 | 24.02 5.88
FRLL-FaceMorpher 2.20 2647 | 049 0.00
FRLL-Style-GAN2 11.37 72.06 | 13.73 6.86
FRLL-WebMorph 9.86 53.92 | 9.80 2.94
Inception [14] FRLL-OpenCV 538 38.73 1.96 0.98
FRLL-AMSL 10.79 72.06 | 12.75 4.90
FRLL-FaceMorpher 3.17 30.39 | 049 0.49
FRLL-Style-GAN2 14.87 - - -
FRLL-WebMorph 19.32
WB-Avcivas [3] FRLL-OpenCV 791
FRLL-AMSL 18.23
FRLL-FaceMorpher 17.11 - - -
FRLL-Style-GAN2 17.21 54.85 | 26.69 13.10
FRLL-WebMorph 3.42 5.88 0.49 0.00
ViT-B FRLL-OpenCV 297 4.41 0.49 0.49
FRLL-AMSL 3.85 12.07 2.89 241
. FRLL-FaceMorpher 1.35 1.47 0.00 0.00
MADation (ours) FRLL-S[er—G/fN2 2496 | 94.17 | 49.03 | 2233
FRLL-WebMorph 4.07 6.86 | 147 1.47
ViT-L FRLL-OpenCV 0.99 098 | 0.00 0.00
FRLL-AMSL 7.26 21.26 | 10.63 5.80
FRLL-FaceMorpher 0.74 0.98 0.98 0.98

further extend our study and verify if MADation shows
competitive performance with recent MAD approaches, we
compare our proposed framework with several MAD archi-
tectures previously proposed in the literature. The compar-
ison considered all the reported results in the literature that
complied with the SYN-MAD 2022 competition [27] by
training on SMDD [14] and testing on the MAD22 [27] (and
its derivatives [13]) as well as the works trained on SMDD
and tested on the FRLL-Morphs [48] evaluation bench-
mark. This might have missed comparisons to some pub-
lished MAD techniques (that did not follow this protocol or
are not publicly available) but provides a wide comparison
with many of them and relies on a public and clear bench-
mark. In Table 2, we start by comparing the MAD tech-
niques [ 13, 14,27,30,44,46] with public results on MAD22
[27] and its extension MorDIFF [13], including some of
the submitted solutions to the SYN-MAD 2022 competi-
tion [27]. MADation presents the best and/or second-best
performance in 23/21 (ViT-B/ViT-L) out of the 42 evalu-
ated scenarios. Note that no other approach in Table 2 eval-
uated BPCER at a fixed APCER for MorDIFF. In partic-
ular, ViT-B presents remarkable results in FaceMorph and
OpenCV, while ViT-L consistently outperforms the remain-

ing techniques in FaceMorph, MIPGAN II and WebMorph.
Although the D-FW [44] approach presents very competi-
tive performance levels for all available metrics, it should
be kept in mind that these models use a multi-task learning
framework that incorporates 3D facial information. This
leads to a significant increase in computational demands
and justifies the achieved performance levels. Furthermore,
this information could also be included in the proposed MA-
Dation approach and would likely result in increased per-
formance. Nonetheless, applications such as these fall out
of the scope of the current work, which focuses on provid-
ing a computationally inexpensive solution to the MAD task
through the usage of LoRA layers to adapt a pre-trained
FM. We further extend our study to the well-known FRLL-
Morphs dataset [48] in Table 3, to present a more compre-
hensive comparison with previous works [3, 7, 14, 38]. It
can be seen that MADation scores first and/or second place
in 12/9 (ViT-B/ViT-L) out of the 20 evaluated scenarios.
In particular, ViT-B achieves the lowest EER for FRLL-
WebMorph and FRLL-AMSL, reducing the previously best
EER values by 0.59 pp. and 0.15 pp., respectively. Overall,
MADation presents competitive performances with a wide
set of recent MAD solutions, highlighting the importance of
exploring FM’s potential in biometrics tasks such as MAD.

6. Conclusion

This work presents MADation, the first approach that
takes advantage of the generalization capabilities of FMs to
perform MAD. To ensure that the pre-trained FM can align
its feature space with the domain specificities of MAD, we
adapt CLIP with LoRA layers while simultaneously train-
ing a classification layer to perform MAD. Through ex-
tensive benchmarking on several datasets and comparison
with other transformer and FM-based approaches, we show
that MADation can take advantage of the knowledge ac-
quired during CLIP’s pre-training with massive amounts of
data while constituting a flexible approach that efficiently
aligns the produced feature space with MAD specificities,
resulting in increased performance. Furthermore, MADa-
tion showed competitive performance with recent MAD so-
lutions in several evaluation benchmarks, demonstrating the
potential of FM’s in domain-specific tasks such as MAD
provided their correct adaption to the downstream task, even
when little training data is available.
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