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Abstract— With the continuous advancement of generative
models, face morphing attacks have become a significant
challenge for existing face verification systems due to their
potential use in identity fraud and other malicious activities.
Contemporary Morphing Attack Detection (MAD) approaches
frequently rely on supervised, discriminative models trained
on examples of bona fide and morphed images. These models
typically perform well with morphs generated with techniques
seen during training, but often lead to sub-optimal performance
when subjected to novel unseen morphing techniques. While
unsupervised models have been shown to perform better in
terms of generalizability, they typically result in higher error
rates, as they struggle to effectively capture features of subtle
artifacts. To address these shortcomings, we present Self MAD, a
novel self-supervised approach that simulates general morphing
attack artifacts, allowing classifiers to learn generic and robust
decision boundaries without overfitting to the specific artifacts
induced by particular face morphing methods. Through ex-
tensive experiments on widely used datasets, we demonstrate
that Self MAD significantly outperforms current state-of-the-
art MADs, reducing the detection error by more than 64% in
terms of EER when compared to the strongest unsupervised
competitor, and by more than 66%, when compared to the
best performing discriminative MAD model, tested in cross-
morph settings. The source code for Self MAD is available at
https://github.com/LeonTodorov/SelfMAD.

I. INTRODUCTION

Automatic face recognition systems (FRSs) [22] are com-
monly employed to verify an individual’s identity by match-
ing their face image with the corresponding data stored in the
system’s database. Although these systems are widely used
and generally very accurate, they are vulnerable to certain
types of attacks representing manipulated data. A notable
example are face morphing attacks [19], [52], [54], created
by blending the facial features of two or more individuals.
The resulting morphed image can then be used to falsely
authenticate any person whose facial attributes were utilized
in the morphing process.

In the age of big data and major advancements in gen-
erative models, the widespread availability of open-source
morphing techniques have made it nearly effortless to create
realistic, high-quality morphed face images [11], [71]. The
automatic detection of face morphing attacks is therefore
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Fig. 1. We propose SelfMAD, a Self-supervised Morphing Attack
Detection method, that learns to detect morphed faces by replicating
common artifacts of various widely used morphing techniques. Pixel
space manipulations simulate artifacts typical for image-level morphing
techniques, while frequency space manipulations reproduce the fingerprints
of latent-space morphing techniques. Self-MAD is robust and generalizes
effectively, without overfitting to specific face morphing attack examples.

critical for preventing illegal activities [1] such as identity
theft, personal document frauds, social engineering attacks
etc. In recent years, the threat posed by morphed image
attacks has been predominantly addressed with the develop-
ment of powerful morphing attack detection (MAD) methods.
In most cases, they rely on supervised, contrastive learning,
optimizing models to differentiate between bona fide images
and examples of known morphing attacks [5], [6], [48].
Although such an approach tends to be highly accurate when
tested on attacks encountered during training, these methods
(i) fail to detect morphs generated by unfamiliar or novel
attacking techniques [11]; and (ii) their performance usually
declines, when applied to data from unfamiliar sources, due
to domain shifts [18].

To overcome the limitation in the generalization capabili-
ties of supervised MADs, some researchers have investigated
the use of unsupervised, one-class models [12], [26]. Instead
of relaying on contrastive learning, their objective is to
capture only characteristics of bona fide training images
and detect morphing attacks as out-of-distribution samples.
While one-class models are expected to generalize better to
previously unseen morphs, they frequently: (i) mistakenly
classify legitimate samples as attacks, particularly when the
bona fide training data does not fully capture the diversity of
real-world scenarios [18]; (ii) struggle with high sensitivity


https://github.com/LeonTodorov/SelfMAD 

to the quality and quantity of the bona fide images used
during training, reducing the models’ robustness to varying
conditions [28]; and (iii) fail to learn distinctive bona fide
features that are absent in manipulated data, which hinders
the MAD models’ ability to identify morphing attacks as
samples that do not fit the modeled patterns [12].

Recently, self-supervised learning has emerged as a
promising alternative to the fully unsupervised training
of one-class models. Unlike unsupervised methods, self-
supervised learning typically utilizes synthetically generated
samples or perturbations, to enhance the model’s ability
to detect subtle or complex anomalies in various forms
of manipulated data. In the context of image manipulation
detection, self-supervised models have been successfully
applied to tasks such as anomaly detection in industrial
images [30], [33], [68], detection of adversarial attacks [16],
[35], [40], presentation attack detection [2], [7], [29], deep-
fake detection [34], [36], [59], detection of Al-synthesized
images [8], [37], [64] etc. Despite these advancements, the
full potential of self-supervised learning methods applied to
the task of morphing attack detection has yet to be explored.

In this paper, we address the challenges of both supervised
and unsupervised approaches by framing morphing attack
detection as a self-supervised task. As a result, we make the
following main contributions in this work:

We propose Self MAD, a novel Self-supervised Morphing

Attack Detection method, designed to detect attacks by

simulating common face morphing artifacts present across

various types of manipulations (Fig. 1).

Through extensive experiments, we demonstrate that our

approach enhances the detection generalization to pre-

viously unseen morphing attacks, reducing the risk of
overfitting to specific morphing techniques.

We perform a rigorous comparison study against widely

used and highly competitive MAD models, showing that

SelfMAD offers a robust solution, effectively balancing the

strengths of both supervised and unsupervised methods.

We conduct an in-depth ablation study to assess the impact

of SelfMAD components.

II. RELATED WORK

In this section, we first discuss different widely used
techniques for generation of face morphing attacks. Next, we
present a brief overview of the studies on morphing attack
detection (MAD). Finally, we review self-supervised learning
(SSL) methods applied for detection of out-of-distribution
samples, providing a background of our research work. For
a more in-depth coverage of these topics, readers are referred
to some of the excellent surveys [24], [54], [61].

Morphing Attack Generation. Face morphing attack gen-
eration techniques are generally categorized into traditional
and deep learning-based methods. Traditional approaches
typically operate in the pixel space and involve three main
steps: aligning corresponding face features from two images,
warping them to match geometrically, and blending the
warped images to merge color values [55]. The alignment
relies on detected facial landmarks, and different meth-
ods may use various warping techniques [23], [39], [50],

[53]. However, this process can introduce misaligned pixels,
leading to artifacts and ghost-like images that are often
noticeable. To address these issues, post-processing steps
such as image smoothing, sharpening, edge correction, and
histogram equalization are commonly applied to enhance
image quality and reduce artifacts [57], [65].

With the advent of advanced deep learning-based genera-
tive models, recent approaches have significantly improved
the quality of morphed face images compared to traditional
landmark-based methods. These modern techniques typically
involve embedding two face images into the latent space
of a generative model, performing vector interpolation to
create a morphed image, and then decoding this vector back
into pixel space. While Generative Adversarial Networks
(GANs) are commonly used for this purpose [14], [62], [70],
newer methods also incorporate diffusion-based networks to
achieve even greater image quality and realism [3], [4], [11].
Despite their high level of realism and difficulty to detect,
morphs produced by these generative models still exhibit
detectable irregularities in texture or frequency patterns,
which can reveal their manipulated nature [9].

Morphing Attack Detection. Existing morphing attack de-
tection (MAD) models are in general categorized into single-
image (S-MAD) and differential (D-MAD) approaches. S-
MAD models analyze face morphs individually, without
comparing them to other images, whereas D-MAD models
compare manipulated samples to a reference image. D-
MADs are typically highly accurate in closed-set scenarios,
while S-MADs are primarily employed to detect attacks
when there is no prior knowledge of the subjects’ identities.
In this section, we focus our literature review exclusively on
S-MADs, as they are most closely related to our work.
Regardless of the face morphing technique employed, the
resulting morphs typically exhibit image irregularities such
as noise, pixel discontinuities, distortions, spectrum discrep-
ancies, and other visual artifacts. Early MAD approaches
aimed to detect these irregularities using hand-crafted tech-
niques, including photo-response non-uniformity (PRNU)
noise analysis [51], reflection analysis [56], or texture-based
descriptors like LBP [42], LPQ [43], or SURF [38]. While
these methods produced promising results, their ability to
generalize across different scenarios was limited [12].
More sophisticated MADs take advantage of the capabili-
ties of data—driven, deep learning algorithms [25]. Raghaven-
dra et al. [47], for instance, were amongst the first proposing
pretrained deep models as a supervised approach to the
detection of morphing attacks. In their work, morphs were
detected with a simple, fully-connected binary classifier, fed
with fused VGG19 and AlexNet features, pretrained on Ima-
geNet. Similarly, Wandzik et al. [63], achieved high detection
performance with features extracted from a general-purpose
face recognition systems (FRSs), fed to an SVM, while
another study of Ramachandra et al. [48] utilized Inception
models for the same purpose. Damer er al. [15] on the
other hand argued that pixel-wise supervision, where each
pixel is classified as a bona fide or a morphing attack, is
superior, when used in addition to the binary, image-level



v

[
ORIGINAL SOURCE (l5)

V‘

l AUGMENTED SOURCE (l,5)

PIXEL-ARTIFACT GENERATOR (PAG) MORPHED SOURCE (l,,5) >
i FREQUENCY-AUGMENTED I IER
morphing mask SOURCE (Ippss)
e % aL\a - |
@ -
geometrical image !\ ‘ n !\ ‘
transformations b PO
FREQUENCY-ARTIFACT GENERATOR (FAG)
— @ inverse bona fide
_ Gy IR REIES
attack

IMAGE AUGMENTER
N ‘
9 O _/(P\_ — FET
color & image quality
augmentations

Fig. 2. Overview of Self-MAD, a self-supervised morphing attack detection method that learns to detect morphed faces using a set of bona fide images
and simulated morphing attacks. The model consists of four key components: i) pixel augmenter, to simulate subtle visual variations in real-world images;
ii) pixel artifact generator that mimics artifacts typical for image-level morphing methods; iii) frequency artifact generator which reproduces frequency
fingerprints associated with advanced, latent-level morphing techniques; and iv) classifier differentiate between genuine and manipulated samples.

objective. MixFaceNet [5] by Boutros et al., another highly
efficient deep learning architecture inspired by mixed depth-
wise convolutions, demonstrates even better results [13], by
capturing different levels of attack cues through differently-
sized convolutional kernels. A more complex approach is
proposed by Neto ef al., who incorporate a regularization
term during the training of their model OrthoMAD, whose
goal is to disentangle identity features for more robust
morphing attack detection. The follow-up method, IDistill
further improves MAD results by introducing more efficient
feature disentanglement and adding interpretability. All these
supervised approaches however typically experiance a signif-
icant decline in their performance, when applied to images
that do not fit the training distribution.

In some more recent studies, researchers have tried to
improve the generalization capabilities of the MAD tech-
niques, by proposing unsupervised, one-class learning mod-
els trained exclusively on bona fide samples. Different from
the supervised techniques discussed above, Damer et al. [12],
for example, were among the first to achieve significant
performance generalization on unseen attacks with two dif-
ferent one—class methods, i.e. a one-class support vector
machine (OCSVM) and an isolation forest (ISF). Com-
parable generalization capabilities were later demonstrated
in [26], where Ibsen et al. explored the use of a Gaussian
Mixture Model (GMM), a Variational Autoencoder (VAE)
and Single-Objective Generative Adversarial Active Learning
(SO-GAAL) in addition to an OCSVM. A more advanced
approach was proposed by, Fang et al. [18] who enhance
an unsupervised convolutional autoencoder with self-paced
learning (SPL). With this approach, the model neglects
suspicious unlabeled training data, widening the reconstruc-
tion error gap between bona fide samples and morphing
attacks. Ivanovska er al. [28] achieve further improvement in
detection performance by deploying diffusion models to learn
the distribution of bona-fide images. Different from recon-
struction techniques, Fu et al. [21] measure the authenticity
of images through image quality estimation. Nevertheless,
learning distinctive image features in a one-class setting is
still a challenging task, frequently leading to misclassifica-
tion of realistic morphs with subtle inconsistencies.

Self-Supervised Learning for Anomaly Detection. Self-

supervised learning has recently emerged, as a promising
alternative that tackles the challenges of out-of-distribution
sample detection, by combining the strengths of both super-
vised and unsupervised approaches. Unlike fully supervised
methods, which depend heavily on labeled data, and unsuper-
vised one-class models that in contrast focus solely on bona
fide samples, self-supervised techniques utilize automatically
generated labels derived from the data itself. For instance, in
industrial anomaly detection, self-supervised models simu-
late typical defects by synthesizing data representing anoma-
lous samples [30], [33], [68]. In adversarial attack detection,
Deb et al. adopt a similar approach by artificially creating
challenging and diverse adversarial attacks in the image
space [16], while Li et al. and Naseer et al. apply data
manipulation in the latent space. These strategies have been
so far successfully applied to various biometric tasks [2],
[7], [29]. Recently, a notable success has been achieved in
tasks related to deepfake detection. Li et al. and Shiohara et
al. [34], [59] for example, propose simulating typical image
inconsistencies in deepfakes, where and original face has
been either replaced of enhanced. Differently, Wang er al.
choose to simulate frequency artifacts instead of focusing
on local image irregularities [64]. More sophisticated al-
gorithms simulating frequency-based irregularities have also
been proposed by Coccomini et al. [8] and Lu et al. [37] who
demonstrate remarkable generalizability of this approach.
Motivated by the success of the self-supervised paradigm,
in this paper we explore its capabilities in the context of
MAD (morphing attack detection). Unlike existing MAD
methods, we augment normal data by simulating typical mor-
phing irregularities that manifest in both pixel and frequency
domains. This newly generated data is then used to extract
general and robust features for effective attack detection.
III. METHODOLOGY

We introduce SelfMAD, a self-supervised morphing at-
tack detection method designed to recognize manipulated
face images by searching for general inconsistencies that
are common across various types of face morphs, and at
the same time independent of specific face identities. The
proposed method utilizes a proxy task, which simulates
morphing inconsistencies through a three-stage image pre-
processing pipeline that consists of: (i) image augmenta-



tion, (ii) pixel-artifact generation, and (iii) frequency-artifact
generation steps. The manipulated images generated by the
pipeline, along with the original, unprocessed images, are
then used for the training of a neural discriminator, which
learns to distinguish between bona fide and altered samples,
without using actual face morphs. Note that for simulating
morphing inconsistencies, we use various transformations
and frequency masks that have been shown to be suitable
for modeling artifacts and subtle cues induced into facial
images by various (GAN, diffusion, or pixel-level) image-
manipulation techniques. [10], [32], [59], [67] A high-level
overview of SelfMAD is shown in Fig. 2.

Image Augmenter. The first component in our pipeline
focuses on augmenting input images by applying a series of
transformations that alter the visual appearance of the data,
without changing it’s underlying structure. The primary goal
of this processing stage is to simulate subtle (global) visual
variations that may occur in real-world face images. Specif-
ically, given an input bona fide image los (original source),
the Image Augmenter applies a set of transformations , to
generate an augmented image las (augmented source):

(los); (D

where 2 fRGBShift, HueSaturationValue,
RandomBrightnessContrast, RandomDownScale,
Sharpeng comprises five basic (global) image transfor-
mations. Color-related variations in real-world image are
simulated by applying the first two functions in , which
introduce slight adjustments to the RGB and HSV values
of the input sample lps. The third function additionally
alters the brightness and the contrast of the image. To
mimic real-world variations in image quality, the augmenter
also applies compression at varying intensities, using either
downsampling or sharpen operation that are implemented
with the last two functions in . The parameters for all
five transformation functions are randomly selected within
predefined ranges. After applying , the content of the input
image los remains unchanged, ensuring that the transformed
output image las is still considered bona fide.

las =

Pixel-Artifact Generator. The second image processing
component of SelfMAD introduces pixel space artifacts
to simulate image irregularities created by traditional,
landmark-based morphing techniques (see section II). To
faithfully replicate the image-level morphing of two non-
identical faces, the pixel artifact generator performs pixel
space blending of the original source image lpos and the
geometrically transformed version of |as from the previous
SelfMAD step. Formally, the pixel-artifact generator first
creates Ias0 by transforming | as with set of functions

lasl = (las); 2

where 2 fTranslation, ElasticTransform,
Scalingg comprises three key geometrical image transfor-
mations. The first function performs only image translation
in a randomly chosen direction. Therefore, it mimics the
imperfect alignment of corresponding face landmarks, typical
for the morphing of two different faces. The second function,

the elastic transformation, is a smooth, non-linear image
deformation that locally adjusts pixel positions to simulate
variations in the shapes of individual face parts. This function
aims to reflect the natural distinctive features of different
real-world face structures. The third and last function applies
image scaling, consequently adjusting the dimensions of
facial features to capture potential size discrepancies. Finally,
the geometrically transformed image las0 is blended with
the original source image los using a blending mask M:

Ims=1lasl a M+los (1 a) M; 3)

where lys is the resulting morphed image source and
a is the blending factor, uniformly sampled from a set
of predefined discrete values. The blending mask M is a
binary image, that allows the algorithm to selectively apply
pixel artifacts. When all values of M equal 1, the pixel-
artifact generator performs a classical pixel-wise morphing of
Ias0 and los. Alternatively, the pixel-artifact generator can
randomly choose a mask M that represents a combination
of two or more facial parts, segmented by a pretrained
face parser. This strategy helps SelfMAD emphasize pixel
irregularities in different face regions.

Frequency-Artifact Generator. In the third image pro-
cessing stage, the pipeline simulates frequency artifacts
commonly created by generative models that perform face
morphing in their latent spaces, i.e. on face template level
(see section II). These morphs often appear flawless in the
image space, maintaining correct semantics and visual con-
sistency. However, they typically contain so-called frequency
fingerprints that are not present in pristine images. These fin-
gerprints can either represent structured geometrical artifacts
frequently linked to generative adversarial networks (GANs)
or abnormal densities in the frequency spectrum, often asso-
ciated with diffusion-based models. The frequency artifact
generator models these inconsistencies by first creating a
random structured geometrical pattern , then calculating
its Fast Fourier Transform Fg:

Fo =FFT( ); )

where the type of the pattern  is uniformly chosen to
represent one of the following: a symmetrical grid, an asym-
metrical grid, a square checkerboard, a circular checkerboard,
randomly distributed squares, a set of random lines or a set
of random stripes. The magnitudes jFg]j are then separately
superimposed on the magnitudes of the Fourier transform
of the image from the earlier step, i.e. the morphed source
image lys:
JFmsil=(1 k) JFFT(Ims)i Kk jFel; (5
where K is a predetermined constant of the pixel-wise sum-
mation. The resulting magnitude spectra is then transformed
back to the image space, by applying the inverse FFT:

Irms = InverseFFT (jFmsil; (Fms)); (6)

where is the phase spectra of the Fourier transform Fys.
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