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Abstract

The Social Internet of Things (SIoT) seamlessly integrates the Internet of Things (IoT) with social networks,
intensifying the interconnections among objects, humans, and their interactions. While SIoT facilitates rapid
information access and sharing through search engines, it also increases the risk of computer virus propagation.
It is, therefore, critical to understand how viruses propagate in SIoT networks and which factors contribute the
most to viral spread. While such understanding is of paramount importance, comprehensive studies on this
topic are still limited in the literature. To address this gap, we study in this paper the long-term behavior of
viral spread in SIoT, examining the roles of users, devices, and search engines. Specifically, we propose a novel
dynamical virus propagation model that accounts for key factors, such as user awareness, device security levels,
search engines, and external storage media. In comparison to competing solutions, the proposed model offers a
unique perspective on viral spread in SIoT by focusing on multiple influential factors, their interactions, while
also considering the inherent characteristics of the SIoT framework. A comprehensive theoretical analysis of the
model is conducted to identify patterns and the key aspects of virus propagation in SIoT. To further validate the
findings, a virus propagation algorithm is also designed, and multiple simulations including model comparisons
are conducted on two real network datasets (Facebook and P2P), demonstrating the validity of the theoretical
findings.

Keywords: Viral spread, Social Internet of Things, user awareness, device security level, search engine

1. Introduction

Social networks are defined as structures composed of individuals or organizations that are connected by var-

ious types of interdependencies, such as relationships, friendships, professional associations, or common interests
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[1]. These connections are typically represented by nodes (individuals or entities) and edges (relationships or
interactions) in a graph, where nodes correspond to users or members, and edges represent the relationships or
connections between them [2]. Social networks can manifest in various forms, including online platforms (such
as Facebook, Twitter, or LinkedIn) that facilitate digital interactions, or offline communities and groups where
people interact face-to-face. The concept of a social network [3, 4] emphasizes the importance of relationships
and the flow of information within a group or community.

With the rapid popularization of mobile smart devices, an increasing number of users rely on social networks
for interaction, resulting in new characteristics, such as dynamic, complex, and massive data being exchanged
among connected users and local structures being present within the social networks themselves [5, 6]. Given the
characteristics of social networks, a new field called the Social Internet of Things (SIoT), which combines social
networks with the Internet of Things (IoT), was proposed in [7]. SIoT heavily relies on the organization and
relationships within social networks and utilizes connections between objects-and-objects, humans-and-objects,
as well as humans-and-humans to facilitate services and applications for IoT [8, 9, 10, 11]. Unlike the Web of
Things (WoT) [12], which combines IoT technology with internet technology, SIoT emphasizes user participation
in IoT. By simulating social relationships between device owners, SIoT can facilitate device collaboration and
interaction, enabling resource sharing and autonomous interaction between social networks and physical smart
devices [13, 14]. This further brings about changes in various aspects of human life, such as smart homes [15],
digital healthcare [16], Internet of Vehicles [17], and related application scenarios [18, 19].

With the continuous expansion of the scale and application scenarios of SIoT, it is progressively evolving into
the primary platform for communication, information dissemination, and knowledge sharing [20, 21]. The advent
of powerful search engines (SEs) further enhances SIoT’s capability to deliver varied information customized
to factors such as user interest and content relevance, thereby establishing a robust connection between users
and devices within the SIoT framework. Although the widespread use of search engines accelerates the speed
of information dissemination in SIoT, it also introduces a new avenue for the proliferation of computer viruses.
Additionally, because it is critical to ensure the autonomy of devices in SIoT to facilitate sufficient interaction,
this inadvertently creates an environment conducive to the outbreak and spread of computer viruses [22]. Since
computer viruses are nowadays diverse, highly covert, intelligent, and have multiple ways of spreading, devising
effective prevention measures is highly challenging. However, without such measures, the damages caused by
viruses may outweigh the benefits brought about by SIoT [23].

Due to the long development cycle, substantial cost, and the lag in anti-virus research from a code-centric
perspective, there has been great interest in studying the long-term behavior of computer virus propagation by
drawing upon ideas from epidemic models [24, 25, 26]. Although previous research has proposed various computer
virus propagation models and considered factors such as users [27] and devices [28, 29], the role of search engines
has been largely overlooked so far. While a few studies did attempt to incorporate search engines into their
analyses as well [30, 31], these efforts fell short in comprehensively accounting for the unique characteristics
of SIoT networks, relying predominantly on conventional network structures. Addressing the intricacies of the

network structure in SIoT necessitates considerations on how to leverage the relationships between individuals
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and objects to accommodate changes induced by the substantial amount of network data [32, 33].

Different from existing studies on virus propagation, the role of search engines (as conduits for information
dissemination) and their interaction with both users and devices has to date remained underexplored in the
SIoT literature. While Wu et al. [34] analyzed SIoT virus transmissions by utilizing epidemiology theory and
individual-group game theory, they did not focus specifically on the interplay between users, devices and search
engines. Similarly, Zhang et al. [35] used a Markov chain based epidemic method to alleviate the spread of
malicious software in SIoT and prevent malicious software from dominating the network, but did not put special
emphasis on the interactions among search engines on the one hand and users and devices on the other. In
this paper, we address this gap and present a study into virus propagation in SIoT that explores the impact
of users, devices, and search engines on viral spread. Specifically, the paper aims to study three key research
questions wihtin this area, including: (1) How users (and their security awareness), devices (and their security
level), and search engines (that serve as an information dissemination medium) jointly influence the long-term
propagation behavior of computer viruses in SIoT, (2) Which factors among the three are the most crucial for
the virus propagation, and (3) How to effectively prevent and control the virus propagation by regulating these
factors. To this end, we propose a novel model for virus propagation in SIoT and through the Lyapunov stability
theorem, verify and prove the validity and long-term predictability of the proposed model. The main research

contributions of this paper can be summarized into the following points:

1) We conduct a thorough examination of the virus propagation in SIoT, analyzing the process from the user,
device, and search engine standpoints. To the best of our knowledge, this is the first study considering
these three key factors when studying virus spread in SIoT.

2) We propose a novel dynamical virus spread model that captures the impact of user awareness, device
security level, search engines, and external storage media on virus propagation in SIoT.

3) We design a virus propagation algorithm to demonstrate the feasibility of the model on two real-world

network datasets (the Facebook and P2P datasets), including model comparisons.

2. Related work

To ensure a comprehensive and systematic review of the existing literature, we conducted a structured liter-
ature search, focusing on virus propagation models in the context of the Social Internet of Things (SIoT) and
related network environments. This literature search covered major academic databases including IEEE Xplore,
Web of Science, Scopus, and Google Scholar. The core search strings used were: virus propagation, malware
propagation, epidemic models, social Internet of Things, device security, and search engines. We also examined
the reference lists of key review articles and pioneering papers to identify other relevant studies. The inclusion
criteria for the literature prioritized English peer-reviewed journal articles and conference papers published be-
tween 2010 and 2024 that provided theoretical models, empirical analyses, or simulation studies related to the
influencing factors of virus propagation in network systems. The literature obtained through the above search
strategy was subsequently categorized and analyzed from three perspectives: user modeling, device modeling,

and network topology.
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When studying the process of computer virus propagation in different scenarios, it is common to draw in-
sights from epidemic models and incorporate real-world factors [36, 37, 38, 39, 40, 41]. To provide the necessary
background for our work, we discuss in this section existing research on network virus propagation from the
perspectives of users, devices, and network topology. The work covered in these sections represents representa-
tive/seminal methods on virus propagation (also in SIoT) and was identified through a literature search of prior
works and study of key surveys in this area[36, 37, 38, 39, 40, 41].

Modeling Users. Users are commonly modeled as device owners/holders and are, therefore, inextricably
linked to the infection of various devices with computer viruses. Han and Tan [42] proposed a time-delayed
SIRS (susceptible-infected-recovered-susceptible) virus propagation model by studying the time delay between
inducing users to click on viruses and devices being infected. The existence of this time delay was found to be
partly related to user behavior. In [40], an evolutionary Poisson game framework was established to capture the
stochastic, dynamic, and heterogeneous interaction behaviors among users. The work in [39] found that adding
more relationships or increasing the number of objects owned by each user increased the propagation rate of
malicious software by simulating its propagation process. Based on the fact that user behavior is commonly
affected by the user’s subjective consciousness, Sobhani and Keshavarz-Haddad considered the user’s response
to receiving malicious files and studied the viral spread process in the campus scene [43]. The work in [44]
analyzed the impact of user awareness on communication behavior by studying individual states, both conscious
and unconscious. A common insight from the reviewed work is that user awareness is a key factor that cannot
be ignored when studying the impact of users on virus propagation. Nonetheless, research on user-oriented virus
transmission often overlooks the fact that devices may also be infected at different infection rates or in different
ways, something we account for in our proposed model.

Modeling Devices. When studying the impact of devices on virus propagation, Amador and Artalejo [45]
considered the characteristic of immune computers sending warning signals to reduce virus transmission and
established a random SIRS model to analyze the behavior and persistence of virus transmission. Regarding the
way devices are infected, Gan and Yang [46] considered removable storage media and proposed a dynamical
model that captures the virus transmission mechanisms. In addition, for anti-virus patches installed on the
device, Yang et al. [47] designed a node-level malware propagation model to evaluate the impact of patch
forwarding on computer virus propagation. The authors of [29] simulated the interaction between virus and
patch transmission based on the dynamic competitive transmission process. It is evident that, while users do
typically manipulate and interact with various devices, the influence of device-related factors on virus spread is
significant and therefore needs to be included in meaningful virus propagation models.

Modeling the Network Topology. Another critical factor impacting viral spread is the network topology,
as highlighted by multiple studies on this topic, e.g., [48, 49, 30, 31, 38]. Yang et al. [48] considered the hetero-
geneity of propagation networks, proposed a SIRS model based on heterogeneous nodes, and discussed in detail
the dynamic properties of the developed model. Feng et al. [49] proposed an improved SIRS model to capture
the dynamic process of virus propagation, taking into account communication radius and node distribution den-

sity. In SIoT, due to the widespread application of search engines, the initial structure of SIoT has gradually
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Table 1: Comparison of related work

References Main Contributions Methods Limitations Relevance to this work
Subjective factors such
as user behavior, aware-
ness, and interaction . . The users who inherit
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Eore Var;ables influencin models to quantify user factors, key influencing factors
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virus:z[s) have enableguthe states. Through analyzing the corgn lexit; [;lllid lack Siil le classiﬁcatgion of

’ . . probability of state transitions, plexaty pe.

, , , s S . - sers s
[38, 39, 40, | transformation of virus the dvnamic effects of user be of real-time feedback | users into one based
42, 44) spread  research  from &Y . - make it difficult to | on their level of aware-

being driven solely b haviors on virus transmission are adjust the virus detec- | ness, this solution ad-
& Y Y revealed. Simulating the user A . ’ .
technology to one that . . tion strategy in time. dresses the issues of
users and  technology network and the virus transmis- l coarse user stratifica-
jointly drive. This change sion process verifies the hypothe- tion and disconnection
has led to a more user- | O from devices.
centric approach in the
study of virus spread.
. By constructing differential | Ignoring the user’s op-
This f 1 estab- . . . . .
lisliZstZ}Il): gorgw((i)zit?z?zf equations or stochastic process | eration behaviors on | The model proposed in
the device as apcarrier of models to describe the virus | the device, failing to | this paper draws on
virus transmissioﬁ By an- transmission dynamics at the | cover the key transmis- | the idea that devices
alvzine its securit .cthac— device level, with device nodes | sion channels of SIoT, | are the core carriers. It
tezistifs and intZractions as the basic units, focusing | and not differentiating | achieves this through
[29, 45, 46, with other devices. it re. | % the infection, recovery, and | the security levels of | device security classifi-
47] veals the crucial r017e of the immunity processes of individual | the devices, results in | cation, dynamic bind-
device in restricting virus devices, and for the interaction | the model being un- | ing of users and de-
transmission and fovi des between viruses and patches in | able to accurately re- | vices, and the addi-
a th;orégical basif for del the device network, using sim- | flect the virus trans- | tion of new search en-
fonse stratocies based on ulation analysis to examine the | mission mechanism in | gines as communica-
device beha\gz;ior dynamic relationship between | the real SIoT environ- | tion channels.
’ the two. ment.
. The model proposed
The model fails to | . . o
The network topology match the two-layer in this paper utilizes
. .| the network topology
structure has a crucial topology of SIoT soci-
. structure to con-
impact on the spread S . ety and the Internet of .
of viruses. New trans. By quantitatively analyzing the Things, fails to inte- struct an architecture
mission ‘c.hannels such network topology to study its im- Cate 1;1ulti lo dimen- that conforms to the
as search en ine; have pact on the rate and scope of fions such aIs) users and dual-layer fopology
ot onl C}in e’d the virus transmission, and through devices. and lacks a of the SIoT society
[30, 31, 38, character}ils tics ofgnetwork simulation to verify the influence mechaﬁism for the mi- and the Internet of
48, 49] connections  but  also of the topology on the transmis- crosconic state transi Things. It integrates
accelorate d the s roe; 1 sion, analyze the steady state tions I;f Hodes AS multiple  dimensions,
of viruses. drivin P the and patterns of the transmission, a result. it is; diffi- such as users, devices,
develo mer’lt of gvirus and ensure the reliability of the cult for 7this model to and  topology, for
transn?ission models to- conclusion. accurately depict the interlinked - modeling,
. . Y p . significantly enhancing
wards adapting to specific propagation dynamics
. . . the accuracy and
topological structures. of viruses in the real . .
. practical value of virus
SIoT environment. .. .
transmission analysis.

changed. In [30], a two-layer model for malware propagation has been proposed, which proves from a macro
perspective that when search engines exist, the number of malware increases exponentially in the early stages,
and the reciprocal of infection time follows a power-law distribution. Furthermore, different models [31, 3§]
have also shown that search engines can change the topology of the network and accelerate the dissemination of
information. With the help of search engines, computer viruses have gained new ways of spreading. Although
there is currently a small number of studies available in the open literature that explore the impact of search

engines on virus transmission behavior, these studies do not comprehensively consider the role of users or devices
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Figure 1: Overview of the network architecture considered in our work.

in the transmission process.

Comparative Analysis and Main Contributions. A high-level analysis of the literature discussed above
is presented in Table 1. The table summarizes the main contributions, methods used and the key limitations
of the surveyed prior work. More importantly, it also elaborates on the connection to the work presented in
this paper and characteristics of the model proposed herein. As can be seen, our proposed model builts on the
ideas presented in prior work, but extends them to mitigate key limitations, including the way users and devices
are modeled, the utilization of a network topology that conforms with the dual-layer topology of SIoT and the
modelling of search engines and their interactions with both users and devices. We aim to investigate the long-
term behavior of viral spread in SIoT networks by modeling the impact of users, devices, and search engines, as
well as their interdependence. To this end, we introduce a differential dynamic system [50] to model and analyze
the dynamic behavior of virus transmission in SIoT and study the existence, uniqueness, and stability of the
proposed system. We use the Hurwitz criterion [51] to determine the local asymptotic stability, which points to
good convergence near the equilibrium of the system. Additionally, we adopt the geometric method in Lyapunov
stability theory [52, 53] to prove that the system would eventually converge to the unique equilibrium under any

initial conditions, providing a theoretical basis for virus prevention and control.

3. The proposed dynamical model

In this section, we present one of the main contributions of this work, i.e., a novel model for virus propagation

in the Social Internet of Things (SIoT).
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3.1. Background

For the virus propagation scenario, we consider a network topology, as presented in Fig. 1. Here, users come
from (a) the social network layer that accounts for the social interactions between users (device owners). Within
this layer, users can facilitate the diffusion of social attributes, such as awareness and relationships, through
communication and interactive behaviors [54, 55]. (c) The IoT layer represents the device layer, responsible
for the physical transmission between the various devices. When devices engage in physical transmission, they
are often susceptible to computer virus attacks and may become infected with computer viruses. For example,
when transferring information to an end-device from an external storage media, the targeted end-device will be
infected if the external media is contaminated with a computer virus. In turn, this leads to the virus spreading
to other devices. Additionally, there is user participation in the process of physical transmission, as the devices
are manipulated by the device owners. Therefore, the diffusion of social attributes in (a) will affect users’ control
over their devices, thereby influencing the virus spreading in (c). The (b) SIoT framework consists of the social
network layer in Figure (a) and the IoT layer, shown in Figure (c) [56], and, therefore, encompasses users (device
owners) as well as devices, as shown in Figure 1 (b). In the context of SToT, Search Engines (SEs) have emerged
as the conduit for propagating information between the social network and IoT layers in (a) and (c), respectively.
Users can retrieve the desired information from the SEs through a specific device, and SEs present a relevance
ranking of the desired information. Furthermore, users can access the desired information through their devices,
establishing new connections [57]. However, while SEs bring convenience, they also expose new security risks. The
information content provided by the SEs through unverified URLs is in general unknown, and it is possible that
such URLs point to network traps carrying computer viruses. Clicking on these links can lead to device infection
and even a network-wide spread of the virus, where the propagation dynamics are impacted by the varying levels
of device security among users. To better understand this process, we aim (in this paper) to analyze the virus
propagation dynamics from the viewpoints of users and devices, with a specific focus on examining the impact

of SEs.

3.2. Mathematical framework

State Description. As emphasized above, the SIoT framework consists of a social network and an IoT
layer. Accordingly, the virus propagation process in SIoT is the process of viruses circulating between these two
layers. Given the users’ perspective, the personal attributes (such as behavior or awareness) generated by the
interaction between users from the social network layer usually affect devices, thus affecting virus propagation.
For example, users use external storage media to access devices, or users access different devices through SEs.
When a device is infected with computer viruses because of the interaction with a SE, users become pivotal in
assessing potential security risks. The user’s subjective perception of these risks, termed security awareness, is
therefore a crucial factor that needs to be considered in virus-propagation models. It needs to be noted that
virus propagation often happens due to the lack of a comprehensive understanding of the information returned
by SEs and insufficient response time. If users cannot promptly and accurately determine the presence of viruses

in data provided by the SEs, the likelihood of transmission significantly rises. Consequently, users commonly
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rely on background anti-virus software to assist in evaluating potential security risks. Considering variations in
users’ security awareness, their choice of anti-virus software also differs. Thus, we categorize users in the social

network layer into the following two groups/states for our proposed model:

e Weak-knowledge Users (W): This group consists of users who know nothing or little about viruses or
virus spread. Such users will commonly resort to free anti-virus software or trial-versions of paid anti-virus

solutions.

e Power Users (P): This group features users with greater knowledge of viruses and virus propagation,
typically with past experience of virus infections. Users from this group have considerable awareness of

virus prevention and are willing to subscribe to paid anti-virus software.

Computer virus infections exclusively occur on the device side, spreading across various devices. As empha-
sized above, the variations in user security awareness result in different versions of anti-virus software installed,
leading to diverse security levels among devices. Consequently, the susceptibility of a device to virus infections
also varies significantly. Devices with elevated security levels can mitigate the spread of viruses within the net-
work to some extent, and such security levels, therefore, need to be included in virus-propagation models. We

classify devices in the IoT layer into the following two groups/states for the proposed model:

e Low-security Devices: Devices from this group have free anti-virus software installed and/or ensure only

the most basic protection. The virus database updates are slow.

e High-security Devices: Devices from this group feature paid anti-virus software and a more compre-
hensive level of protection. The software is capable of updating to the latest virus database sufficiently

frequently.

Additionally, device states need to be defined that reflect virus-infection status. For our model, we consider

the following three high-level states for the devices in the IoT layer:
e Susceptible: This state corresponds to devices that do not carry computer viruses.
e Infected: This state represents devices that have been infected with a computer virus.
e Recovered: This state denotes devices that are immune to computer viruses.

Since infections occur on devices of different security levels, we model the state of each device in the IoT layer

more comprehensively through one of the following three states:

e A susceptible device with a low security level (Sr): This state accounts for devices installed with

free anti-virus software that do not carry computer viruses.

e An infected device with a low security level (I;): This state corresponds to devices with free anti-

virus software that are still infected by unknown computer viruses.

e A recovered device with a high security level (Ry): This state defines devices with comprehensive

protection due to the installation of paid anti-virus software.
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Figure 2: The state transfer diagram of the proposed viral propagation model.

When a device is equipped with a free version of antivirus software, its level of protection is limited to the
most fundamental functions, and potentially outdated virus databases. Such devices will be easily infected by
unknown computer viruses. Thus, a recovered device with a low security level (Ryz) does not exist. Similarly,
there is no susceptible or infected device with a high security level (Sg or Iy) and we, therefore, do not account
for such devices in our model.

Virus propagation in SIoT refers to the spreading process between the social network and IoT layers, with
the joint participation of users and devices. Any node in SIoT can be regarded as composed of users (device
holders) and their corresponding devices and is, therefore, accounted for with one of the following four states in

our model:
e WS state: This state describes a weak-knowledge user with susceptible devices with low security levels.
o W1 state: This state defines a weak-knowledge user with infected devices with low-security levels.

o WRy state: This state corresponds to a weak-knowledge user whose devices are recovered devices with

high-security levels.
e PRy state: This state denotes power users with recovered devices with high-security levels.

It is important to note that the PSy (i.e., a state that corresponds to power users with susceptible devices
with low-security levels) and PIj, states (i.e., a state that corresponds to power users with infected devices with
low-security levels) do not exist and are not considered in our model.

Basic Assumptions and Definitions. To model the spread of computer viruses in SloT, we consider
users and their devices as nodes. Similarly, the communication between users and devices is modelled as edges
between nodes. Given the state descriptions presented above, a node in SIoT in our model is always in one of
four states: WSy, Wiy, WRy, PRy. The nodes change states and affect each other in accordance with the

following assumptions and corresponding definitions:
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Table 2: Summary of the parameters of the proposed viral propagation model.

Parameter Meaning

01,02,03,04 The connection rate of nodes in WSp, Wiy, WRy, and PRy states, respectively.

61 The probability that weak-knowledge users will be affected by powerful-aware users.

B The probability of communication between devices, that is, the infection rate between devices.
01,02 The probability of device infection caused by users using search engines or external storage media.

vy The probability of reinstalling the system on the devices.

€ The probability is that weak-knowledge users become more aware of security.

The probability that a user selects a paid trial version of anti-virus software.

The probability of anti-virus software failure.

= 3 R

The break probability of node connection in SIoT.

(D1)

(D5)

(D6)

(D7)

Nodes (i.e., users and devices) in our model may enter or disconnect from the SIoT. To capture this
aspect, we define the connection rate per unit time of the nodes in WSy, Wiy, WRpg, and PRy states as
01, 02,03, 04, respectively, and the disconnection probability per unit time of node connection in SIoT as p.
Weak-knowledge users may be positively affected by Power Users. We model this characteristic through
nodes in the WSy, or WI;, or WRy state that can switch to the PRy state with the probability per unit
time f;.

Due to the communication between devices, a susceptible device with a weak-knowledge user and a low
security level may be infected by other infected devices. We capture this aspect by defining a probability
per unit time By according to which a node in the WSy, state switches to the W1, state.

Due to users using search engines or external storage media, a susceptible device with a weak-knowledge
user and a low security level may be infected by other infected devices. We model this transition with
nodes in WSy, state that switch to the W1, state with a probability per unit time 81 or 6.

Due to the installation and update of antivirus software, some devices may become recovered devices. In
our model, this is captured by nodes in the WSy or W1, states that switch to the W Ry state with a
probability per unit time a.

Due to reinstalling the system on the devices or anti-virus software failure, some devices may become
susceptible. We again capture this aspect in our model with nodes in the W1 or W Ry, states that switch
over to the WSy state with probability per unit time ~ or 7.

Due to improvements in self-awareness, weak-knowledge users become more aware of security. We capture
this final aspect with nodes in the W1, state that switch to the PRy state with a probability per unit

time &.

Based on the presented assumptions and probability definitions, we define the state transfer diagram of our

model, as shown in Fig. 2. The meaning of the model parameters is summarized in Table 2.

Model Formulation. For the theoretical analysis presented in the following section, we utilize the fol-

lowing notation. For any time instance t, let x(t),y(t), 2(t) and m(t) represent the number of nodes with an

WS, WIL,WRy and PRy state, respectively. Furthermore, let N(t) represent the number of all nodes in
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the model, so that N(t) = z(t) + y(t) + z(¢t) + m(t). For brevity, x(t),y(t), z(t), m(t) and N(¢) are hereafter
abbreviated as z,y, z,m and N, respectively.
Based on the assumptions presented above and the state transfer diagram from Fig. 2, our final virus

propagation model can be represented by the following state-transfer equations, i.e., as a differential dynamical

system:
dx
5251+7y+nz—62xy
—(a+01+0z+ 61+ p)z,
d
£=52+ﬂ2$y+(91 +(92).’L‘
1
—(v+tat+pfitet+n)y, M)
dz
E:63+ay+aw—(n+ﬁl+u)z,
dm
5254+ﬂ1$+(51+5)y+512—ﬂm7

with initial condition (z (0),y (0),2(0),m (0)) € R%.

4. Model analysis

In the previous section, we established a virus propagation model oriented towards user awareness and device
security levels. In this section, we now discuss its global dynamical behavior, i.e., the model’s equilibrium and

stability.

4.1. Basic definitions

To understand the analysis of the virus propagation model presented below, we first provide some basic
definitions.

Dynamical system: This term is used to describe the dynamic process of the evolution of a system through
time [50]. In this paper, the model defined in Eq. (1) corresponds to a differential dynamical system that can
capture the dynamics of computer-virus propagation in the complex SIoT environment at any instance in time.
Dynamical systems can be used to continuously capture and quantitatively analyze the time-varying behavior
of virus propagation, and therefore serve as the (theoretical) basis for modeling the propagation mechanism of
malicious software in the SIoT environment. Dynamical system are also useful for evaluating security strategies,
and for implementing dynamic prevention and control.

Equilibrium: The equilibrium is critical to analyze the local and global behavior of dynamical systems [50].
In this study, we are interested in the final state of the computer viruses affected by SEs and other transmission
mechanisms in the SIoT with respect to user behavior and device interaction. By systematically analyzing the
stability of the equilibrium state of the model ((1)), we can determine both the final distribution of the viruses as
well as asses the continuous transmission mechanisms of the virus in the SIoT environment. Thus, the analysis
of the equilibrium of the proposed model provides a theoretical basis for understanding the infection dynamics

under complex social-driven conditions.
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Viral equilibrium: In general, a dynamical system may become stable over time, but the final number of
certain (undesired) states is not necessarily zero [50]. Specifically, in the SIoT environment, when the propagation
model defined in Eq. (1) reaches stability, the number of infected devices usually remains non-zero. This indicates
that even when the system is in a stable state, computer viruses will still exist/persist and continue to spread in
the SIoT environment. This aspect can be analyzed through the viral equilibrium.

System stability: This term describes the long-term behavior of the equilibrium of a dynamical system
[50]. Therefore, conducting a stability analysis of the equilibrium state described by the model in Eq. (1) not
only enables us to reveal the long-term behavioral of computer virus propagation in the Social Internet of Things
(SIoT), but also allows for the quantitative prediction of the steady-state distribution scale and continuous
propagation potential of the virus within the system. This analysis provides a crucial theoretical basis for
assessing virus propagation risks, formulating dynamic isolation strategies, and optimizing the trust management

mechanism in the network.

4.2. System simplification

Given the high dimensionality and complexity of the system in (1), it is essential to simplify it to facilitate
the analysis. Noting that N = « + y + z + m, the system from Eq. (1) can be transformed into the following

simplified form:
dN

&Y s uUN
o =0 N,
dy
E:62+(ﬁgy+91+92)(N—y—z—m)
—(v+ta+pBitetmny,
%z&g—kay—l—a(N—y—z—m) (2)
dm
E=54+,6’1(N—y—2—m)+(51+6)y
+p1z — pm,

where § = &1 + d2 + 03 + 04 and the initial conditions are (N (0),y (0),z(0),m (0)) € R%.
Given the first equation of the simplified system in (2), it is straightforward to see that tlim N = §/p.
Ede el
According to [58], it is possible to define a limit system that is consistent with the dynamic characteristics of the

system in (2), i.e.:
dy

o 62+(ﬁgy+91—|—92)(N*—y—z—m)

—(v+a+pi+etpy,

(3)
%: ds+a(N*—z—m)—(n+ b1+ p)z,

dm
dt
where N* = §/p and the initial condition are defined as (y (0),z (0),m (0)) € RY. According to the work [50],

= 01+ BIN" +ey— (Br+p)m.
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the positively invariant region of the above system is

Q={(y,zm)|y>02>0,m>0,
0§y+m+z§N*},

(4)

Based on the presented discussion, it is easy to see that the system from Eq. (3) is equivalent to our initial
model from Eq. (1) in terms of dynamical behavior, allowing us to focus our following analyses on the more

convenient system in (3).

4.3. Equilibrium

In this section, we discuss the existence and uniqueness of the equilibrium for the derived system from Eq. (3).

Theorem 1. The unique (viral) equilibrium E* = (y*,z*,m*) of system (3) is locally asymptotically stable,

where

. _ 12+\/l§—4l113 . (53+CM(N*—1’TL*) m*:54+61N*+5y*
Y =20 ’ a+n+pr+p’ b1+ p

h=-BlBr+p)(a+n+pPr+p+e)+en <0,

)

Iy = B2 [(81 4 82) (0 + Br + ) + B3] — < (02 +02) (1 + B + ) (5)
—Brt+p)(a+n+Br+pte)(bi+b2+y+a+ptetp),

l3=202(B1+p)(a+n+ 51+ )+ (014 62) [(61 + 02) (n+ B1 + 1) + dzn] > 0.

Proof : Assume (g, Z,m) is an equilibrium of the system in (3). According to the definition of the equilibrium,

substitute (g, Z,m) into the system (3) we get

do + (B2 + 601+ 02) (N* — 5 — 2 — 1)
—(y+a+b1+e+u)g=0,

65+ (N* = 2 — i) — (n+ f1 + ) 2 =0,

s+ iN*+ej— (b1 +p)m=0.

03 +a(N*—m) _

By solving the second and third equations of the system (6), one can obtain Z = ,m =
y g q f y (6) PR

) N* g
M, Then, substitute it into the first equation of the system (6) to get

B1+ 1
~h§® —lag — 13 = 0. (7)
lo + /12 — 41
Since §,z2,m > 0, Eq. (7) has a unique root § = M Therefore, y = y*,zZ = z*,m = m* and

—20
E* = (y*, 2", m*) exist and are unique.

Remark 1. This theorem indicates that in the SloT environment, the virus propagation system has a unique
virus equilibrium, meaning that the virus will not completely disappear but will persist in the network. It reveals
that in SIoT, due to the heterogeneity of devices, the diversity of user behaviors, and the various transmission

channels, such as search engines, the virus can persist. The virus cannot be completely eradicated. Therefore,
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the prevention and control strategies should focus on controlling the virus transmission at an acceptable low level

rather than striving for complete elimination.

4.4. Equilibrium stability analysis
Theorem 1 suggests that the system in (3) has a unique (viral) equilibrium. This section now discusses the

local and global stability of the equilibrium.

Lemma 1. The value
po = —,82(N*—2y*—z*—m*)

(01 +O+y+a+ B +e+p)
is a positive number.

*

Proof : According to Theorem 1 and the first equation of the system in (6), N* — 2y* — z* — m* =

=0
O+ a;— ’8*1 i; —:_Mg) Y z_ y* is obtained, so there is
2Y 1 2

—po = Bs (vta+pi+e+p)y” — o oy
Bay* + 01 + 02
—(O1 4+ 02 +v+a+ i t+etp)
_ —B202 — (01 +62) (B2y™ +01+02+v+a+P1+e+u)
B2y* + 01 + 02

—B2y™ < 0.

That is, pg > 0.

Remark 2. This theorem indicates that the system is locally stable near the equilibrium, meaning that minor
disturbances will not cause drastic changes in the virus transmission behavior. This implies that local safety
measures can effectively curb the spread of the virus, but global strategies are still necessary to address the risk

of large-scale transmission.

Theorem 2. The unique (viral) equilibrium E* of the system (3) is locally asymptotically stable.

Proof : The Jacobian matriz of system (3) at E* is:

—po — (Boy* +01+62) —(Boy* + 61+ 062)
Jp- = 0 —p1 —a ; (8)

€ 0 —p2

where
po = —P2 (N* = 2y* — 2" —m*)

+(1+O+v+a+pi+e+p) >0,
pr=a+n+p+pu>0,

p2=p01+pu>0.
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From Eq. (8), the corresponding characteristic equation is obtained as follows:

N+ (po + p1 + p2) A?
+ [p1p2 + pop1 + pop2 + € (Boy™ + 01 + 02)] A (10)

+popip2 + € (Bay* + 01 +02) (p1 — ) =0,

then,
Ay =po+p1+p2 >0,
As = (po + p1 + p2) [p1p2 + pop1 + popa + € (Boy* + 61
+ 02) | — pop1p2 — € (Bay™ + 01 + 02) (p1 — @)

= (po + p2) [pP1 (Po + 1 + P2) + Pop2]
+e (B2y™ + 01 + 02) (po +p2 + ) > 0.

Similarly, one can get

Az = [popipz + ¢ (B2y™ + 01+ 62) (01 — )| Ay > 0.

According to the Hurwitz criterion, all roots of the characteristic equation (10) have negative real parts. Hence,
the equilibrium is locally asymptotically stable [50].
Next, a geometric method is used to analyze the global stability of the (viral) equilibrium E* [53]. First,

consider the differential equation

a=f(a),a €. (11)

Let a (t,a0) be the solution of Eq. (11), whose initial value is a(0,a9) = ao. Additionally, consider the

following two assumptions:
1) There is a compact absorbing set £ C v;

2) a* is the unique equilibrium of equation (11) in .

n n
Let a — Q(a) be a X matrix function, when a* € 1, Q (a) € C'. Suppose Q™! (a) exists and
2 2

is continuous when a € &, and £ is a compact absorbing set in . Let us define

1t
qg= 75lim sup sup — / p (B (a(t, ap)))dt,
0

— 00 acH

where

B=Q;Q '+QiflqQ?,

and Qjy is the directional derivative of Q(a) in its f direction, pu(B) is the Lozinskii measure of the matrix,

0
J = a—‘(i is the Jacobian matrix, and J2 is the second compound matrix of J = (Jij). In particular, when n = 3,
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Jin + Ja2 Jos —J13
Je = J32 Ji1 + Jas J12
—J31 Jo1 Jao + J33

Lemma 2. If ¢ is a simply connected region and assumptions 1) and 2) hold, then when q < 0, the unique

equilibrium a* of Eq. (11) in 1 is globally asymptotically stable [53].

Theorem 3. The (viral) equilibrium E* of the system in (3) is globally asymptotically stable.

Proof : It is easy to see through Theorem 1 and Theorem 2 that assumptions 1) and 2) are valid, so only

q < 0 needs to be proven. Assume

Q (y,z,m) = diag (y,l,y),
z z

and use Qy to express the differential form of Q to (y,z,m), then there is

QfQ71 :dlag <yzaoay Z) .
Y Y

z z

Let A(t) = (y(t),z(t),m(t)) be the general solution of the system in (3), and the Jacobian matriz of system

(2) at A(t) is as follows:

Wy —Wy W3 Wy
J = 0 —-p1 —«

€ 0 —p2

(12)

where Wy = B ((N* =2y —z—m), Wo = (1 + 02 +yv+a+p1+e+p), Wa = —(Boy + 01 +62), and Wy =

— (Bay + 61 + 02).

The second compound matriz of J is

where

J[121] —« Bay + 01 + 02
JB =1 0 I —Buy+6+6) |,

— 0 h i

T = (0,460, +7+20+ 28, +e+2u+7)
+8s (N* =2y —z—m),

I = — (01 4+ 0o+ 7+ a+261 +e+2p)
+8s (N* —2y — 2z —m),

I = —(a+n+26+2u).
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368 Furthermore, let B be B = QfQ_1 +QJIEQ1, then

;2
Y2438 Yo By+6,+06
y oz z
z
B = 0 35— (Bay+01+02)
y_z ., 40
— 0 S—=4J
£ vz +Jd33
369 The Lozinskii measure for calculating matriz B is
¢: Dy K| < clIK]|
p(B) = inf . :
is true for every solution of k = Bk

s where Dy represents the number of right floors. Here, the norm of k = (k1, ko, k3) € R3 is defined as follows:
Ikl = sup {[|kx[| + [|ks]| , [[k2[[} -

m Nezxt, estimate D ||K|| in two cases.

w Case 1:  when ||ka|| > ||k1]| + ||ksl|, there is | k|| = || kz2]|, then

Dy [|k]| = k2
= [BQ(N*—Qy—z—m)—(01—|—92—|—7+Oz

z
| — » (Bay + 01 + 02) | ks]|

+254 +5+2M)] [| k2l
< [BQ(N*—y—z—m)—(Hl—FGQ—I—W—&—a

Bt et2p) (91+02>}||k2||,

z
Y
373 From the first equation of system (3), one can get

Dy k|| < [y 024 (014 6:) (NT —m)
Ty Yy

it < (2= ) .

17



374

375

376

377

378

379

380

381

382

383

384

385

386

387

388

Case 2:  when ||k|| < [[k1]| + [|ks]|, there is [[k|| = [|k1]| + [|k3]|, then

Dy [kl = k1 + ks
+7+2a+251+5+2u+77)_5] [ |

) z
—%04”]‘12”4' [z—z—(a+n+251+2u)+ﬁzy

01402 )
2% [

< [B - (Zvasnssism) | Ul + k)
2y d3+a(N*—m

<[B - BralCom g
Y z

2y
< ( —u) Il
Yy

Combining the above two cases,

2y
Dy K| < (y —u) I

can be obtained, so

0
u(B)Sgy—u-

For the solution A(t) = (y(t),z(t),m(t)) of the system in (3) satisfying (y(0),2(0),m(0)) € £ (€ is the

compact absorbing set in Q), there must be

thereby
q< —pu< —% < 0.

Therefore, the unique equilibrium E* of the system (3) is globally asymptotically stable.

Remark 3. Global stability indicates that, regardless of the initial state of the system, the virus transmission
process will eventually converge to a unique equilibrium. In the long term, the scale of virus spread is mainly
determined by system parameters such as user awareness level and device security performance, and is independent
of the initial infection size. Therefore, enhancing users’ educational level, promoting high-security devices, and

restricting malicious links in search engines can effectively control the final spread range of viruses.

5. Simulations

In this section, we empirically evaluate the proposed virus propagation model. First, we examine numerical

simulation based on differential equations. Next, we conduct a real network simulation using a virus propagation
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Table 3: Summary of the main characteristics of the selected datasets.

Dataset Number of nodes Number of edges
Facebook dataset 4039 88234
Peer-to-Peer (P2P) dataset 62586 147892

algorithm in SIoT (see Algorithm 1) on both the Facebook and P2P datasets. Finally, we provide detailed

information on settings, datasets, stability verification experiments, and parameter analysis.

5.1. Settings and datasets

All simulations in this paper are conducted using PyCharm (Python 3.8.0). The datasets, the virus propa-
gation algorithm, and simulation methods are described below.

Datasets. We use the Facebook dataset and P2P dataset to simulate real networks for the evaluation of
the proposed model. The two datasets are sourced from the Stanford University Network Analysis Platform
(SNAP) [59], and are summarized in Table 3. The Facebook dataset! serves as a prominent example of social
networks, frequently utilized for examining the transmission of information and interactions among users within
social networks, aligning well with the SIoT environment. As for the Peer-to-Peer (P2P) dataset?, it represents
a distributed network that operates on shared interconnections. The nodes in the network are symmetrical, and
each node can provide access to resources and data.

Since the number of nodes and connecting edges in the dataset is pre-determined, we set the parameters
defining the probability of nodes entering and disconnecting from SIoT in our model (i.e., 6 and u) to 0 to
eliminate simulation error as much as possible. It should be noted that when there are too many nodes in the
dataset, computer viruses will spread very fast in the SIoT. Thus, to make the initial evolution more apparent,
the relevant parameters will be set to smaller values in the following scenarios.

Virus propagation algorithm. Since there is no evolutionary state of nodes in the network constructed
from real network datasets, it is crucial to design corresponding state evolution rules for all nodes to ensure the
parameters in the real network are consistent with those of the model’s dynamical system. Hence, to enable the
proposed model to accurately simulate the propagation process of computer viruses on the dataset, we design
an evolutionary algorithm for virus propagation in SIoT (shown in Algorithm 1) to guide the evolution of the
dataset. The source code of the model experiment will be made public on GitHub after review®. The core idea of
the algorithm is as follows: first, nodes in the dataset are randomly assigned different states. Next, each element
in each state node array is accessed, and so is the corresponding edge, where nodes represent users, and the
connecting edges represent the relationships between two users. Based on this algorithm, the Facebook dataset
and P2P dataset can build real networks, which are consistent with the state evolution and system parameters

of the proposed virus propagation model. The constructed network is an undirected graph with no connection

Thttp://snap.stanford.edu/data/egonets—Facebook.html

?http://snap.stanford.edu/data/p2p-Gnutella3l.html

3https ://github.com/siyu-625/Analyzing-the-Influence-of-Users-Devices-and-Search-Engines-on-Viral-Spread-in-SIoT.
git
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Algorithm 1: The virus propagation algorithm in SIoT

Input: Initialize the network G = (v, e) with the given dataset.
Output: The number of nodes in each state.
1 Randomly allocate the initial number of nodes in different states.
2 Set the number of iterations to t.

3 for ¢t =1 to j with the step of 1 do

4 if the node i is susceptible (such as W SL in system (1)) at time t and does not leave the network at time
t+ 1, then
5 traverses its neighbor nodes, under the influence of the infected nodes, SEs, or external storage media, the
node i becomes W I, with probability B2, 61 or 2
6 else i becomes W Ry (or PRy ) with probability a (or 81) or its state does not unchanged
7 if the node i is infected (such as WIr in system (1)) at time t and does not leave the network at time t + 1,
then
8 i becomes WS, WRp or PRy with probability v, a or 81 + ¢
9 else its state does not unchanged
10 if the node i is W Rg at time t and does not leave the network at time t + 1, then
11 i becomes WS, or PRy with probability n or 1
12 else its state does not unchanged
13 if the node i is PRu at time t and does not leave the network at time t + 1, then
14 the state of i does not unchanged
15 end
16 end

17 Count the number of nodes in each state and return the result.

Table 4: System parameters in Scenario 1.

Parameter 51 B2 01 0 ¥ € «@ n
Value 0.012 0.0001 0.08 0.01 0.08 001 0.1 0.25

weights on the edges. Assuming that the network constructed has b nodes and d connecting edges, the edges
in the algorithm will be traversed twice, a total of 2d times, and the total number of traversals is b + 2d times.
Therefore, the time complexity of the algorithm is O (b + 2d).

Simulation methods. Two different simulation methods are used to evaluate the model, i.e.:

(O1) Numerical simulation: In this setting, we employ the differential equations of the model with the corre-
sponding initial conditions and system parameters, and directly conduct numerical evolutions. This method

only simulates the ideal situation of the evolution process of the dynamical model.

(02) Real network simulation: In this setting, the real-world dataset defines the network structure according to
Algorithm 1 that conforms to the network evolution rules. Simulations with the differential equations on
the constructed real-world network are then utilized to investigate the evolution of the dynamic model. This

method relies on real-world datasets, which makes the conclusions drawn from these simulations stronger.

To better distinguish the results of the two simulation methods, let WS, (¢), W1, (t), WRpg (t), and PRy (t)
represent the simulation curves obtained through method (O1). Let WSp. (t) ,Wige (t), W Rpe (t), and PRy, (t)
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Figure 3: The evolution of the system (1) under Scenario 1 conditions.

denote the simulation curves obtained through method (02). For different examples, the specific system param-
eters of the model are given in the following scenarios, but it is important to note that certain parameter values

have been hypothetically selected because real-world data is unavailable.

5.2. Stability verification

Stability analyses are essential for predicting the scale of computer virus propagation in SIoT. Considering the
system in (1) and Theorem 3, it is straightforward to see that the stability of the proposed model may depend on
both the initial conditions and the system parameters. Consequently, we verify the model’s stability through two
approaches: (i) using the same system parameters for simulations with different initial conditions (see Scenarios

1 and 2), and (ii) using the same initial condition for simulations with different system parameters (see Scenarios

3 and 4).

Scenario 1. When analyzing the Facebook dataset, the system in (1) with the parameters listed in Table 4 is

taken into comsideration, with the three groups of initial conditions provided below.

(F1) (WS (0),WIL (0), WRg (0), PRy (0)) = (1198,1198,401, 1198) .
(F2) (WS (0),WIL (0), WRg (0), PRy (0)) = (1997,400, 1198, 400) .
(F3) (WS (0),WIL (0), WRg (0), PRy (0)) = (1598, 799, 799, 799) .

Scenario 2. When analyzing the P2P dataset, system (1) is considered with the parameters provided in Table

5, while the initial conditions are varied.

(U1) (WS, (0), WL, (0),WRg (0), PRy (0)) = (18775, 18775, 6261, 18775) .
(U2) (WS (0),WIL (0), WRg (0), PRy (0)) = (31293, 6258, 18775, 6258) .

(U3) (WSg (0),WIL (0), WRg (0), PRy (0)) = (25035, 12517, 12517, 12517) .
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Table 5: System parameters in Scenario 2.

Parameter 51 B2 6 6- ol € « n
Value 08x107* 0.5x107° 0.06 0.042 0.15 0.1 0.14 0.28

30000 —— WS (t) in(U1) ”m‘ — W) in (U
WSLe(t) in (U1) | WiLe(t) in (U1)
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Figure 4: The evolution of the system (1) under Scenario 2 conditions.

In Scenarios 1 and 2, we use fixed system parameters and change the initial conditions. Specifically, we
assume various numbers of nodes in different states and observe the viral spread as predicted by our model. The
evolution of the system in (1) under the conditions outlined in Scenarios 1 and 2 is illustrated in Figs. 3 and
4 respectively. (i) These two figures show that, irrespective of the initial conditions, the model’s equilibrium
remains consistent, indicating the independence of computer virus propagation in SIoT from initial conditions.
Controlling virus spread through these initial conditions is not feasible. (ii) It is notable that the curves in
the real network depict oscillatory behavior, closely aligning with the trend of the numerical simulation curves,
suggesting the applicability of the proposed model to real networks. (iii) Upon reaching a stable state, it is
evident that the number of W1 nodes is non-zero, signifying the persistent existence of computer viruses, in

line with Theorem 3.

Scenario 3. For the Facebook dataset, the system from (1) is examined with the parameters presented in Table

6. The specific initial condition considered equals (WSt (0), WIr(0), WRg(0), PRr(0)) = (1598,799,799,799).

Scenario 4. For the P2P dataset, the system in (1) is considered with the parameters in Table 7. The initial
condition for the analysis is set to (WSL(0), WIL(0), WRu(0), PRx(0)) = (25035,12517,12517,12517).

In Scenarios 3 and 4, we maintain fixed initial conditions and vary the system parameters. Specifically, we
consider diverse parameter values to observe the spread of the virus as predicted by our model. The evolution of

the system (1) under the conditions outlined in Scenarios 3 and 4 is shown in Figs. 5 and 6, respectively. (i) The
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Table 6: System parameters in Scenario 3.

Parameter b1 B2 01 02 0% € o n
Valuel (V1) 0.001 0.7 x107*  0.02 0.01 0.01 0.015 0.12 0.33
Value2 (V2) 0.002 0.8x10~* 0.02 0.015 0.015 0.03 0.1 0.32
Value3 (V3) 0.002 0.8x107* 0.025 0.01 0.01 0.02 0.1 0.3
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Figure 5: The evolution of the system (1) under Scenario 3 conditions.

figures illustrate that when the number of nodes in the initial state remains constant while the system parameters
differ, distinct evolution trends are observed in the number of nodes within each state. This observation underlines
the significant impact of system parameters on computer virus spread, suggesting that controlling virus spread
can be achieved by adjusting these parameters. (ii) Although the system parameters differ, the numerical
simulation and network simulation curves exhibit similar trends and eventually stabilize, thereby corroborating
the conclusion of Theorem 3. (iii) An examination of the number of PRy nodes under (V2) and (V3) reveals
that, despite their marginal final-number variation, the recovery speed under (V2) is faster for the same initial
number. Similarly, comparing the number of PRy nodes under (V1) and (V2) or (V1) and (V3) shows that,
with an identical number of nodes, the recovery speed under (V1) is the slowest, resulting in fewer final nodes in
comparison to (V2) or (V3). This demonstrates that system parameters directly influence the speed and extent

of infection.

5.3. Parameter analysis

Due to the obsrvation that system parameters have an impact on the spread of computer viruses, here
we specifically discuss the main parameters, such as user awareness (see Scenario 5), device security level (see

Scenario 6), and the transmission ways of SEs and external storage media (see Scenario 7).
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Table 7: System parameters in Scenario 4.

Parameter 51 B2 61 22 ¥ 5 « n

Valuel (V1) 0.6x107* 0.2x10"° 0.06 0.042 0.05 0.006 0.14 0.08
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Figure 6: The evolution of the system (1) under Scenario 4 conditions.

Table 8: System parameters on the Facebook dataset in Scenario 5.

Parameter B2 01 ) ol « n
Value 0.1x107* 0.003 0.002 0.001 0.008 0.001

Table 9: System parameters on the P2P dataset in Scenario 5.

Parameter B 01 02 vy e n
Value 0.1x107% 0.005 0.004 0.001 0.01 0.001
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Figure 7: The impact of user awareness on virus propagation in Scenario 5.

w6 Scenario 5. When analyzing the model on the Facebook dataset, the system in (1) is considered with the param-
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Table 10: System parameters on the Facebook dataset in Scenario 6.

Parameter B B 01 02 ol € n
Value 0.0003 0.0001 0.005 0.004 0.001 0.0001 0.001

Table 11: System parameters on the P2P dataset in Scenario 6.

Parameter b1 B2 01 02 ol € n
Value 0.0005 0.1 x107% 0.005 0.004 0.001 0.0001 0.001
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Figure 8: Impact of device security level on virus propagation in Scenario 6.

eters in Table 8, and the initial condition (W Sr(0), WIL(0), WRg(0), PR (0)) = (1598,799,799,799). Similarly, on
the P2P dataset, the system from (1) is examined with the parameters given in Table 9, and the initial condition

(WSL(0), WIL(0), W Ry (0), PRy (0)) = (25035, 12517, 12517, 12517).

In Scenario 5, we use fixed initial conditions and system parameters except for $; and e. Specifically, we
consider diverse 31 and ¢ values to observe the spread of the virus as predicted by our model. Fig. 7 portrays the
evolution of W1 nodes affected by user awareness on the Facebook dataset and P2P dataset. It can be seen from
Fig. 2 and Table 2 that 5, and e represent the probability of users changing from low-security awareness to high-
security awareness. The numerical changes of these two parameters provide a way to analyze the propagation
effect only from the user’s perspective. 1 and e the larger, the smaller the number of W1 nodes. This illustrates
that user awareness does play a role in the process of virus transmission between nodes. Infected nodes with
low-security awareness can hardly infect nodes with high-security awareness. On the contrary, nodes with high-
security awareness will also affect nodes with low-security awareness. Accordingly, by informing users of the harm
of computer viruses, the number of users with high-security awareness will be increased, thereby affecting the
low-security awareness users with whom they contact, and improving the security awareness of the entire user
layer. If more users are sensitive to computer viruses in the network (i.e., users with high-security awareness),

the possibility of the device being attacked by viruses will also be reduced.

Scenario 6. When analyzing the Facebook dataset, the system from (1) is considered with the parameters given in
Table 10. The initial condition for the dataset is set to (WSL(0), WIL(0), WRg(0), PRr(0)) = (1598,799,799,799).
Similarly, for the P2P dataset, the system from (1) is considered with the parameters from Table 11 and the
following initial condition (W SL(0), WIL(0), WRu(0), PRr(0)) = (25035,12517,12517,12517).
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Table 12: System parameters on the Facebook dataset in Scenario 7.

Parameter 51 B2 ¥ € «a n

Value 0.0003 0.0001 0.16 0.0003 0.018 0.022

Table 13: System parameters on the P2P dataset in Scenario 7.

Parameter B1 B2 ol 3 « n
Value 02x107* 0.1x107° 0.05 0.0002 0.012 0.02
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Figure 9: The impact of SEs and external storage media in Scenario 7.

In Scenario 6, we use fixed initial conditions and system parameters except for a. Specifically, we consider
diverse a values to observe the spread of the virus as predicted by our model. Fig. 8 depicts the evolution
of W1, nodes affected by device security level on the Facebook dataset and P2P dataset, respectively. It can
be seen from Fig. 2 and Table 2 that a only means that the user’s security awareness has not changed, but
the probability of choosing to try the paid anti-virus software. Parameter a can indicate that the propagation
effect is only observed from the perspective of the device when the user perspective is the same. The simulation
found that the value of «, the greater, the faster the number of infected nodes decreases and the smaller the
final infection range after stabilization. Obviously, from the perspective of the device, improving the security
level of the device can hinder the virus to a certain extent. Consequently, selecting devices with high-security
performance or installing paid anti-virus software can effectively control the possibility of SIoT devices being

infected.

Scenario 7. For the analysis on the Facebook dataset, the system in (1) is considered with the parameters in
Table 12. The specific initial condition is set to (W SL(0), WIL(0), WRu(0), PRu(0)) = (1598, 799,799, 799). For the
P2P data, the parameters in Table 13 and the following initial condition (WSL(0), WIL(0), WRu(0), PRu(0)) =
(25035,12517,12517,12517) are used.

In Scenario 7, we use fixed initial conditions and system parameters except for #; and 0. Specifically, we
consider diverse #; and 6, values to observe the spread of the virus as predicted by our model. Fig. 9 represents
the evolution process of W1 nodes affected by SEs and external storage media propagation in Scenario 7 on
the Facebook dataset and P2P dataset, respectively. In SIoT, compared with external storage media, SEs will

have faster propagation speed and a wider range. Accordingly, on behalf of SEs and external storage media 6,

26



517

518

519

520

521

522

523

524

525

526

527

528

529

530

531

532

533

534

535

536

537

538

539

540

541

542

543

544

545

546

and 0y parameters, set to 67 > 6. With the growth of #; and 6s, the number of W1} nodes also boosts, that is,
the range of propagation radiation is wider. It can be seen that in reality, the transmission modes through SEs
and external storage media greatly increase the probability of computer virus transmission and reduce network
security. Through this scenario, it can also be found that the strategy of controlling the mode of transmission can
effectively and significantly curb the virus. Inspired by this, the micro researchers of computer virus propagation
can also quickly spread the updated security patch to the device side in this way after developing the patch of
the new virus, so as to intervene at the beginning of the computer virus outbreak, control the source to control

the propagation scale and reduce the harm.

5.4. Model comparison

To further verify the effectiveness of the proposed model, we chose a traditional model [49] and the latest
model [22] for comparison and analyze the model’s behavior from three aspects: (i) the ability of the model to
describe and control the spread range of the virus, (i) the number of infected nodes after the model reached a
stable level after evolution, and (éi7) the prediction of computer virus spread in real networks.

According to the model definition and description in the comparison model, we know that there are four
states of nodes in the latest model: the Sy state with high user security awareness and no virus infection on the
device; the Sy, state with low user security awareness and no virus infection on the device; the I state with virus
infection on the device; and the R; state with virus recovery and immunity on the device. In the traditional
model, there are three states of nodes: the device is not infected with the virus state S, the device is infected
with the virus state I, and the device is recovered and immune to the virus state Ro. To compare the fairness of
the experiment, we must ensure that the comparison Angle is the same, so we need to construct the correlation
between the three models.

Referring to the dynamic model in Section 3 and the above node description, we find certain rules in defining
node states. It can be considered that the node states of the three models infected with computer viruses are
the same state, and the node states of the three models immune to computer viruses are the same state. The
node states of the proposed model and the latest model are divided into low-security awareness node states
and high-security awareness node states according to user security awareness, which can be considered the same
state as the corresponding node states. The traditional model does not discuss user security awareness, so it is
considered that the non-infected state is the accumulation of the two states in the proposed model. Through the

above analysis, the node relationships of the three models can be summarized as follows:

S, =WSy,
Sy =WRy,

S=WSL +WRpy, (13)
L=1I=WI,

Ry =R, = PRy.

27



547

548

549

550

551

552

553

554

555

556

557

558

559

560

561

562

563

564

565

566

567

568

569

570

571

572

573

Scenario 8. We refer to table 4 system parameters and initial condition Fy experiments in Scenario 1, according
to equation 13, the initial condition (S(0),12(0), R2(0)) = (2395, 400,400) of the traditional model and the initial
condition (Sr(0), Su(0),11(0), R1(0)) = (1997,400, 1998, 400) of the latest model are obtained. We take B2 (0.01,
0.001, 0.0001) successively in table 4, from Fig. 2 and Table 4, we know that the probability of an uninfected node
becoming an infected node is the rate of infection; The remaining system parameters of the two comparison models
are set according to equation 13, and the system parameter values of the corresponding node state transformation

mode of the proposed model are the same.

In Scenario 8, experiments were conducted according to the above conditions, and the experimental results
were obtained as shown in Fig. 10. Under different infection rates, we found that the number of infected nodes
in the traditional model and the latest model was greater than that in the proposed model most of the time,
which indicates that the proposed model has better control over the spread of the computer virus and can reduce
the spread of the computer virus according to the model method. In addition, after the proposed model reaches
stability, the number of infected nodes is less. This is because the high-security awareness of users and the high-
security level of devices proposed by the proposed model can eventually reduce the spread of computer viruses,

and only a small part of computer viruses can continue to spread in the network.
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Figure 10: Visual comparisons of original models.

According to the algorithm 1 designed by us, the parameters and initial conditions of the above experimental
system are the same, and the real network simulation and differential equation numerical simulation of the three
models are respectively established in the Facebook real network dataset. The experimental results are shown in
Fig. 11, which reflects the evolution process of the number of infected nodes. We found that the evolution trend
of infected nodes in the real network simulation of the three models was consistent with that of the differential
numerical simulation. However, careful comparison showed that the proposed model was more accurate in
predicting the evolution process of infection in the real network, and the computer propagation and the evolution
of infected nodes in the real network could be inferred through the numerical simulation. In other words, we can
effectively control computer viruses according to their evolution trend through numerical simulation to avoid the
large-scale spread of computer viruses and cause losses. The above experiments show that compared with the

comparison model, the proposed model is more effective and reliable, more accurate in predicting the spread of
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computer viruses in real networks, and provides a new method to contain computer viruses.
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Figure 11: Evolution prediction of the number of infected nodes in Facebook network under different infection rates.

Scenario 9. We refer to table 5 system parameters and initial condition Uy experiments in Scenario 2, according
to equation 13, the initial condition (S(0), I2(0), R2(0)) = (50068, 6258, 6258) of the traditional model and the initial
condition (Sr(0),Su(0),11(0), R1(0)) = (31293,6258,18775,6258) of the latest model are obtained. We take [
(0.0005, 0.00005, 0.000005) successively in table 4, other Settings are basically the same as in Scenario 8.

In Scenario 9, the experimental results obtained through the experiment are shown in Fig. 12, similar to
scenario 7, the same conclusion can be reached, the proposed model control propagation range is smaller; After
the proposed model reaches stability, the number of infected nodes is less. Different system parameters and
initial conditions have little influence on the effectiveness of the model, which is superior to the comparison

model. According to the designed algorithm 1 and the same system parameters and initial conditions as the
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Figure 12: Evolution of the number of infected nodes under different infection rates.

previous experiments, the real network simulation and differential equation numerical simulation of the three
models are respectively established in the P2P real network data set, and the experimental results are shown in
Fig. 13. It can be found that the trend of corresponding curves on P2P data sets is also very similar, which fully
confirms the applicability of the proposed model in real networks.

Simulation summary. The simulation/validation results presented above suggest that the proposed virus
transmission model has excellent applicability - both in theory and in empirical research. The model incorpo-

rates multi-dimensional states of user security awareness and device security levels, which more accurately reflect
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Figure 13: Evolution prediction of the number of infected nodes in P2P networks under different infection rates.

the complex mechanisms of virus transmission in the SIoT environment compared to competing studies. The
stability analysis experiments show that the system has a unique global asymptotically stable equilibrium, which
is consistent with the actual network simulation results, indicating that the model has good predictive capabil-
ities. The parameter analysis experiments further reveal that the improvement of user security awareness, the
enhancement of device security levels, and the control of transmission routes (such as search engines) are effective
strategies to curb virus transmission. In the comparative analysis experiments, the traditional model, due to
not considering these factors, has overly optimistic prediction results, while the proposed model significantly
improves the accuracy of depicting real transmission behaviors by refining the states and parameter settings.
Moreover, the designed virus transmission algorithm successfully combines the dynamical system model with the

actual network structure, providing a reference for the study of virus transmission in the SIoT environment.

6. Discussion

Based on the simulation experiments in the previous section and the theoretical analysis in the earlier part
of this paper, this section now elaborates on the three core research questions raised in the introduction: how
user (security awareness), device (security level), and search engine (information dissemination medium) jointly
affect the long-term virus transmission behavior in the SIoT; which of these factors is the most critical; and how
to effectively control the virus transmission by regulating these factors. The simulation results show that these
three types of factors are coupled with each other and jointly determine the dynamic process and final scale of
virus transmission. The improvement of user security awareness (parameters (1, €) can significantly reduce the
number of infected nodes; the increase of device security level (parameter «) can accelerate the disappearance of
infection and narrow the transmission range; while the search engine (parameter ;) has been confirmed to be the
key channel with the fastest transmission speed and the widest influence range. The theoretical analysis further
indicates that the system will converge to a unique virus equilibrium point under any initial state, confirming
the inevitability of the virus’s persistent existence in the SIoT, and also suggesting that long-term prevention
and control should focus on the continuous adjustment of the above parameters rather than relying on changes
in the initial state.

This study reveals the dynamic coupling mechanism of various factors through multi-scenario simulations:

Search engines, due to their extensive connectivity and efficient information distribution capabilities, become the
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primary driving force for virus propagation, with their influence far exceeding that of traditional device-to-device
communication or external storage media (62). Notably, search engines not only accelerate the initial spread of
viruses but also significantly expand the scope of propagation by altering the network topology. Although the
improvement of user security awareness and device security levels cannot completely eliminate viruses, they can
effectively reduce the scale and speed of propagation, serving as the foundation for long-term prevention and con-
trol. Particularly, the parameter sensitivity analysis indicates that when user security awareness (8;) and device
security levels (¢) are enhanced in tandem, the system converges to the equilibrium point at a significantly faster
rate, and the final infection scale can be significantly reduced. The proposed virus propagation model demon-
strates good predictive consistency and stability on both Facebook and P2P real network datasets, verifying its
applicability in actual SIoT environments. Compared with existing models, this model more accurately charac-
terizes the macroscopic dynamics of virus propagation by introducing a ternary coupling mechanism of users,
devices, and search engines. Model comparison experiments show that this model reduces the prediction error of
infection peaks compared to traditional models and effectively improves the fitting degree of propagation trends.
These findings provide a theoretical basis for formulating targeted prevention and control strategies, suggesting
the establishment of a search engine security certification mechanism, promoting the popularization of high-
security-level devices, and conducting user cybersecurity education, among other multi-dimensional measures, to

build a hierarchical defense system.

7. Conclusion

This study proposed a dynamic model for virus propagation in the SIoT environment. Through theoretical
analysis and experimental verification, the model demonstrated excellent performance in revealing the propaga-
tion mechanism, predicting long-term trends, and evaluating the effectiveness of prevention and control strategies.
Compared to previous studies, the model introduced three key dimensions: user awareness, device security level,
and search engines, which better aligns with the characteristics of SToT. We showed that the proposed model can
capture more complex propagation dynamics and explain phenomena that single-factor models cannot. Through
rigorous mathematical derivations, the existence, uniqueness, and global asymptotic stability of the virus equilib-
rium were proven, providing a theoretical basis for predicting the final scale of virus propagation and formulating
long-term control strategies. Search engines were explicitly modeled as key communication channels in the pro-
posed model. Both theory and experiments show that, compared to traditional pathways such as device-to-device
communication or external storage media, search engines have faster transmission speed and a wider influence
range. This discovery provides important insights for SIoT security practices and points to a new direction that
requires enhanced monitoring and defense.

Although the model has several advantages, it also has certain limitations. The model was verified on two real
network datasets, Facebook and P2P, which are representative of real-world networks, but validation on further
SIoT network structures is required to further validate the model’s generalization capabilities. Additionally, the
modeling of search engines and external storage media is still relatively macroscopic and does not consider micro

mechanisms such as ranking algorithms and user click behaviors. These factors may affect the actual transmission
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efficiency of the virus. Moreover, artificial intelligence methods can be introduced to achieve real-time perception
and adaptive adjustment of the propagation situation, thereby further improving the model’s prediction accuracy
and practical protection value. Further exploration of integrating game theory frameworks could be conducted to
analyze the strategic interaction behavior of attackers and defenders in the virus propagation process and establish
a dynamic strategy optimization model based on payoff matrices and evolutionary games. This approach provides
a more confrontational and adaptive theoretical basis and solution for SIoT security protection. Through these
cross-method and multidisciplinary explorations, the prediction accuracy, decision intelligence, and practical

protection value of the model in complex environments could be further improved in future research.
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